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Cybersecurity GRC Principles & Practitioner Guide Introduction

Introduction

Cybersecurity is a business risk, and Governance, Risk, and Compliance (GRC) is the discipline that
manages it as one. This guide sets out that discipline in two halves: the principles: how a security
program is directed, how exposure is prioritised, and how obligations are met and proven, and the
practice: the operational domains, regulatory landscape, and program-building work in which
practitioners spend their days.

The principles rest on three interdependent pillars. Governance puts accountability for cyber risk
where it belongs, with executive leadership, and expresses it through clear policies, defined roles,
business-aligned strategy, honest measurement, continuous oversight, an explicit risk appetite,
adequate resourcing, and visible tone from the top. Risk management turns that appetite into
decisions: risks systematically identified, assessed with defensible consistency, judged against the
appetite line, treated deliberately through the four Ts, assigned to named owners, and monitored as
living things rather than register entries. Compliance meets the obligations the outside world
imposes: known completely, mapped to a single control set, evidenced continuously, verified
independently, remediated at root cause, and reported truthfully. The three operate as one cycle —
govern, treat risk, prove compliance, learn, and govern better, and an organisation’s maturity is
measured by whether that cycle actually turns.

The practitioner half applies the same rigour to the terrain: the five standing domains every program
runs (continuity and resilience, third-party risk, incident response governance, data governance, and
identity and access governance); the regulatory landscape that supplies the obligations; the work of
building a program from nothing and maturing it deliberately; the emerging risk areas led by Al
governance; and the profession itself. Appendices supply model artefacts, a glossary, and curated
resources.

Two organisations run through every chapter as worked examples: a mature financial-services firm
managing a phishing threat to its payment platform, and a mid-sized manufacturer building a
program from a low base against a ransomware threat to production. Executives and boards will find
Parts 1-2 and the appetite discussions most directly useful; risk and compliance practitioners, Parts
3-9; and every reader, an answer to the question that matters more than any framework: who is
accountable, for what, and how would we know?
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1. Overview

Purpose of this guide

This guide sets out both the foundational principles and the working practice of cybersecurity
Governance, Risk, and Compliance (GRC). It is intended as a reference for security leaders, risk and
compliance practitioners, and the executives and board members who are ultimately accountable
for an organisation’s security posture. It explains not just what good GRC looks like, but why each
principle matters, how it shows up in day-to-day practice, and where practitioners spend their time:
the operational domains, the regulatory landscape, and the work of building and maturing a
program.

The principles parts (1-4) are pitched at a practitioner level of depth: each principle is explained
conceptually, grounded in the structures and artefacts used to implement it, and illustrated with the
failure modes that most commonly undermine it. The practitioner parts (5 onward) apply the same
treatment to the domains and realities the pillars govern, without descending into implementation-
specific procedures that differ from one organisation to the next.

What GRC is

GRC is an integrated discipline for directing and controlling an organisation’s approach to
cybersecurity. It is best understood through its three pillars:

e Governance: the structures, accountability, and decision-making that set direction and
provide oversight. Governance answers the question, “Who is responsible, what are our rules,
and how do we know it's working?”

e Risk: the systematic identification, assessment, treatment, and monitoring of threats to the
organisation’s information and systems. Risk answers, “What could go wrong, how bad would
it be, and what are we doing about it?”

e Compliance: meeting the external and internal obligations placed on the organisation, and
being able to demonstrate that it has done so. Compliance answers, “What are we required
to do, and can we prove we've done it?”

Why GRC matters in cybersecurity

Cybersecurity is no longer a purely technical concern. It is a business risk with legal, financial,
operational, and reputational consequences. A strong GRC foundation ensures that security
decisions are made deliberately and at the right level, that resources are directed at the most
material risks, and that the organisation can meet its regulatory and contractual duties. Without it,
security tends to become reactive, inconsistent, and dependent on individual heroics rather than
durable structure.

The consequences of weak GRC are rarely abstract. Organisations without genuine governance
discover after an incident that no one was accountable for the failed control. Organisations without
disciplined risk management spend heavily on the threats that are most visible rather than the ones

Cybersecurity GRC Principles & Practitioner Guide | Page 4



Cybersecurity GRC Principles & Practitioner Guide 1. Overview

that are most material. Organisations without sustainable compliance scramble before every audit
and still carry undischarged obligations they never knew they had. GRC exists to make each of these
failure patterns structurally difficult.

How the three pillars work together

The pillars are distinct but interdependent, and a common mistake is to treat them as separate
functions:

CYBERSECURITY GRC
One discipline, three pillars

Governance sets the direction, Risk operates within it, Compliance proves it — one
continuous cycle.

GOVERNANCE

Who is responsible, what are
our rules?

DIRECTION &
RISK APPETITE

ASSURANCE,
GOVERN - TREAT EVIDENCE & LESSONS

PROVE - LEARN

policies - accountability eporting closes the loop

RISK COMPLIANCE

What could go wrong, and what What must we do, and can we

are we doing about it? prove we did it?

Governance without risk Risk without governance Compliance without either
is direction without substance lacks authority and prioritisation is box-ticking, blind to exposure

Figure 1 — The GRC cycle: how the three pillars work together
e Governance sets the direction: it defines risk appetite, assigns accountability, and establishes
the policies within which everyone operates.

e Risk operates within that direction: it surfaces what threatens the organisation and
prioritises treatment against the appetite that governance has set.

e Compliance validates and evidences: it confirms that obligations are met and that the
controls chosen to manage risk are actually in place and effective.

Governance without risk management is direction without substance. Risk management without
governance lacks authority and prioritisation. Compliance without either becomes a box-ticking
exercise disconnected from real exposure. Effective GRC keeps all three in continuous conversation.
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Where GRC sits in the organisation

There is no single correct home for the GRC function, but its placement shapes its effectiveness. In
most organisations, GRC operates as a second-line function: it sets policy, assesses risk, and provides
oversight, while the business and technology teams (the first line) own and operate the controls
themselves. Common placements include:

PART 1 - WHERE GRC SITS

Where GRC sits: the three lines

Placement varies, but GRC almost always operates as the second line of defence.

1ST LINE

. Own and operate the controls day to day
Business & technology teams

2ND LINE
GRC function

Sets policy - assesses risk : provides oversight

3RD LINE

. Independent assurance to the board
Internal audit

GRC is a second-line function: it sets the rules and challenges, but does not own the controls.
Figure 2 — Where GRC sits: the three lines

e Under the CISO, as a governance-and-risk arm alongside security operations. This keeps GRC
close to security expertise but requires care that the function can still objectively challenge
the operational teams beside it.

e Under a Chief Risk Officer or enterprise risk function, where cyber risk is managed as one
category of enterprise risk. This strengthens integration with business risk but can distance
the function from technical reality.

e Under legal or compliance leadership, common in heavily regulated industries, which
strengthens the obligations dimension but risks compliance dominating the agenda at the
expense of risk-based thinking.

Smaller organisations frequently blend these roles. One team, or even one person, carries
governance, risk, and compliance responsibilities together. That is workable provided the principles
in this guide are still honoured: accountability still sits with leadership, risks still have owners, and
assurance still involves someone independent of the work being assured.
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GRC operating models

Beyond where GRC reports, organisations must choose how the work is distributed. Three broad
models exist:

PART 1 - OPERATING MODELS
GRC operating models compared

How the work is distributed across the enterprise shapes consistency, scale and context.

o/g\o @/’% ©Oo

Centralised Federated Decentralised
One team owns it all Central framework, local execution Each unit on its own
Maximum consistency; can Scales best; needs active Rarely deliberate; poor
become a bottleneck and lose effort to prevent drift from enterprise-wide visibility of
local context. the standard. risk.
\\ J

Make the choice deliberate — and revisit it as the organisation grows.

Figure 3 — GRC operating models compared

e Centralised: a single GRC team owns policy, risk assessment, and compliance activity for the
whole enterprise. This maximises consistency and makes reporting straightforward, but the
central team can become a bottleneck and may lack context on how individual business units
actually operate.

¢ Federated (hub-and-spoke): a central team sets the framework, standards, and tooling, while
embedded practitioners in each business unit or region (security champions, business
information security officers) apply them locally. This scales well and keeps decisions close to
context, at the cost of requiring active effort to prevent local drift from the central standard.

e Decentralised: each business unit runs its own GRC activity with minimal central
coordination. This is rarely deliberate; it usually emerges from acquisitions or organic growth,
and it makes enterprise-wide risk visibility and consistent compliance very difficult to achieve.

The right model depends on size, regulatory intensity, geographic spread, and culture. Most mature
programs converge on a federated model: central ownership of the framework, local ownership of
execution. What matters more than the label is that the choice is deliberate, that responsibilities at
the centre and the edge are explicit, and that the model is revisited as the organisation grows.

Anchoring to established frameworks

This guide is framework-agnostic, but in practice most organisations anchor their GRC program to
one or more recognised frameworks. Doing so provides a tested structure, a shared vocabulary, and
a credible external reference point for boards, regulators, and customers. The most widely used
include:
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e NIST Cybersecurity Framework (CSF): organises security outcomes into functions (Govern,
Identify, Protect, Detect, Respond, Recover) and is widely used as a common language for
describing posture and maturity to leadership. Its Govern function maps directly to the
governance pillar of this guide.

e ISO/IEC 27001: specifies a certifiable information security management system (ISMS). Its
management-system clauses embody the governance and risk principles in this guide, while
its Annex A control set is a frequent target for the control mapping described in the
compliance pillar.

e SOC 2: a widely adopted attestation, produced by an independent auditor, that reports on an
organisation’s controls over customer data against the trust services criteria (security and,
where relevant, availability, processing integrity, confidentiality, and privacy). It is not a
certifiable management system like 1ISO 27001 but an examination report, and it is the
assurance large customers most frequently demand of SaaS, cloud, and service providers, the
same attestation discussed in Part 6.

e COBIT: a framework for the governance and management of enterprise IT. Its explicit
separation of governance (evaluate, direct, monitor) from management (plan, build, run,
monitor) is a useful discipline for organisations where the two have blurred.

e CIS Controls and NIST SP 800-53: prioritised and comprehensive control catalogues
respectively, commonly used to give substance to the control layer that risk treatment and
compliance mapping both depend on.

Frameworks are scaffolding, not strategy. They tell an organisation what a complete program looks
like; they do not decide its priorities, its appetite, or its investments. Those remain governance
decisions. The healthiest relationship is to adopt a framework as the organising skeleton, map
obligations and controls to it once, and resist the temptation to treat certification or framework
coverage as the goal in itself.

How this guide is organised

The guide is in two halves. Parts 1-4: the principles: cover the three pillars: Governance (Part 2),
Risk (Part 3), and Compliance (Part 4). Parts 5 onward — the practice: cover the terrain those pillars
govern: the key operational GRC domains such as continuity, third-party risk, incident response,
data, and identity (Part 5); the regulatory landscape that supplies the obligations (Part 6); building
and maturing a program, including maturity models and tooling (Part 7); emerging risk areas, led by
Al governance (Part 8); and the GRC profession itself (Part 9). Appendices provide model artefacts, a
glossary, and a curated resource list.

Two running scenarios

Worked examples appear throughout the guide in shaded boxes, and two organisations recur from
beginning to end so that the concepts visibly connect across chapters:

¢ The financial-services firm: a mature, heavily regulated organisation operating a customer
payment platform. Its thread follows a credential-phishing risk to cardholder data through the
full cycle: identified, quantified, treated with multi-factor authentication, and then carried
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into compliance, where that single control satisfies five separate obligations. The firm shows
what established practice looks like: quantified risk, automated evidence, an assurance
calendar.

e The manufacturer: a mid-sized, family-owned food and beverage producer: three production
sites, around 800 staff, operational technology on the plant floor, and no dedicated security
function at the outset. Prompted by a competitor’s ransomware shutdown, and newly subject
to critical-infrastructure obligations, it builds a GRC program from a low base. Its thread
follows a ransomware risk to production through the same cycle — qualitative where the firm
is quantitative, manual where the firm is automated, and honest about trade-offs at every
step. The manufacturer shows what building looks like.

The two are deliberately contrasting: mature versus emerging, financial services versus
manufacturing, information technology versus operational technology, phishing versus ransomware,
so that most readers will recognise their own organisation somewhere between them. Where a
principle plays out differently at different maturity levels, the pair of boxes shows both.

Scope and audience

This guide applies across the enterprise. It is not limited to the security or IT function. Its primary
audiences are:

e Executives and boards, who own the risk and set the tone.

e Security, risk, and compliance leaders, who design and run the program.

¢ Business and system owners, who make risk-relevant decisions every day.

Each part that follows opens with an overview, describes the core principles or domains — each with
an explanation of the concept, how it is implemented in practice, the failure modes to watch for, and
worked examples from the two running scenarios, and closes with a bridge to the next part.
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2. Governance

Overview

Cybersecurity governance is the system by which an organisation directs and oversees its security
efforts. It establishes who is accountable, what the rules are, how decisions get made, and how the
organisation knows whether its security program is working. Governance is not about doing the
security work itself, that is the domain of operations and risk treatment, but about ensuring that the
work is directed toward the right outcomes, resourced appropriately, and held to account.

Good governance turns security from a collection of activities into a managed program. It provides
the authority behind policies, the structure behind decision-making, and the visibility that lets
leadership steer. The principles below are the core building blocks. They are interrelated:
accountability is hollow without clear roles, policies are ignored without oversight, and
measurement is pointless without alignment to what the business actually cares about.

PART 2 - GOVERNANCE
The nine principles of governance

Accountability, policy, appetite and oversight — the system that directs everything
else.

Executive Clear policies &
accountability standards

Defined roles

RACI clarity: one Accountable per
Approved, current: policy —» thing
standard — procedure

Cyber risk owned at the top, not
by IT alone

Strategic alighment

Security serves business goals,
not tools

Performance
measurement

KPIs & KRIs tied to decisions,
not vanity

Continuous oversight

A governance calendar of forums
and reviews

Risk appetite

An explicit, usable line set by
leadership

Adequate resourcing

Budget and people matched to the
risk

Culture & tone

Visible leadership; no-blame
reporting

Figure 4 — The nine principles of governance

Core principles

1. Executive accountability

Ultimate responsibility for cybersecurity rests with the organisation’s most senior leadership, the
board and executive team, not with the IT department alone. Security is a business risk, and the
people who own the organisation’s other material risks must own this one too. Executive

Cybersecurity GRC Principles & Practitioner Guide | Page 10



Cybersecurity GRC Principles & Practitioner Guide 2. Governance

accountability means that leaders actively set the tone, allocate resources, understand the
organisation’s exposure, and answer for the outcomes. This is increasingly a legal and fiduciary
expectation, not merely a best practice; regulators and courts in many jurisdictions now expect
boards to demonstrate genuine oversight of cyber risk.

In practice. Executive accountability is made real through concrete structures rather than
statements of intent. Typical mechanisms include a standing board or committee agenda item for
cyber risk with a defined reporting cadence; a CISO reporting line that reaches the executive or
board level rather than being buried under IT operations; documented escalation thresholds that
define which incidents and risk decisions must reach the executive tier; director education so the
board can interrogate what it is shown rather than passively receive it; and explicit executive
involvement in decisions with material cyber consequences, major technology changes, acquisitions,
and incident disclosure. Accountability also needs to survive an incident: charters and response
plans should name who owns response decisions, regulatory notification, and external
communication before the crisis, not during it.

Common failure modes. The most frequent failure is delegation as abdication: leadership formally
“owns” cyber risk but treats every substantive question as IT’s problem, resurfacing only after an
incident. A second is reporting theatre: polished board packs are presented quarterly but no
decisions, questions, or resource changes ever result from them. A third is accountability without
authority — a CISO held answerable for outcomes while lacking the budget, mandate, or reporting
line to influence them. A useful maturity signal is the direction of conversation: in a mature
organisation, the board asks unprompted questions about trade-offs and residual risk; in an
immature one, it asks only whether “we are secure.”

Example. A board establishes a dedicated cyber risk committee that meets quarterly, receives
direct reporting from the CISO, and reviews the organisation’s risk posture before major
business decisions. Its charter defines the incidents that must be escalated to it within 24 hours
and names the committee, not just the security team, as responsible for response and
disclosure decisions. Directors complete an annual cyber briefing so their questions probe
substance, and the CISO’s reporting line to the board, rather than being buried several layers
down under IT, signals that accountability genuinely sits at the top.

Example: the manufacturer. After a competitor is shut down for nine days by ransomware, the
board of a mid-sized, family-owned food and beverage manufacturer, three production sites,
around 800 staff, and no dedicated security function, makes cybersecurity a standing board
agenda item for the first time. There is no CISO to invite: the IT manager presents twice a year,
and the Chief Operating Officer is named executive sponsor for cyber risk, with the board
charter updated to record that accountability sits with the executive, not the IT department.
Modest structures, but the essential move is made: the people who own the business’s other

material risks now own this one too.
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2. Clear policies and standards

Governance is expressed through a documented, approved, and communicated set of policies and
standards. These translate the organisation’s intentions and risk appetite into concrete expectations
that everyone can follow. A well-structured policy framework typically follows a hierarchy:

PART 2 - POLICY FRAMEWORK

The policy hierarchy

Each layer gives force to the one above it, from broad mandate to concrete instruction.

High-level intent & mandate — the
what and why

Mandatory, specific requirements —
the how much

STANDARDS

more
specific

Step-by-step instructions — the
how

PROCEDURES

Recommended, non-mandatory good
practice

GUIDELINES

Figure 5 — The policy hierarchy

e Policies: high-level statements of intent and mandate (the “what” and “why”).

e Standards: mandatory, specific requirements that support policies (the measurable “how
much”).

* Procedures: step-by-step instructions for carrying out a task (the “how”).
e Guidelines: recommended, non-mandatory good practice.

Policies must be formally approved, kept current through a defined review cycle, and communicated
so that people actually know they exist and understand them.

In practice. Mature organisations manage policies through a defined lifecycle — draft, consult with
affected stakeholders, approve at the designated authority, publish, train, and review on schedule,
with version control and a named owner for every document. Two supporting mechanisms deserve
particular attention. The first is an exception (waiver) process: a formal route for a business unit
that genuinely cannot meet a standard to request a time-bound exception, with the associated risk
explicitly accepted by someone with authority. Without this valve, the pressure escapes anyway, as
silent, unrecorded non-compliance. The second is readability: policies written in plain language, kept
short, and indexed so that a person can find the requirement that applies to them in minutes. A
technically perfect policy nobody can locate or understand governs nothing.

Common failure modes. The classic failure is shelfware: a comprehensive policy library that bears
no relationship to how the organisation actually operates, usually the result of copying templates
without adaptation. Others include policies that contradict each other because they are owned by
different teams and reviewed on different cycles; standards that specify controls the organisation
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has never funded; and the absence of an exception process, which converts every practical difficulty
into hidden non-compliance. A telling health check is to pick three requirements at random and ask
whether anyone measures adherence to them — a mandatory requirement no one monitors is a
guideline wearing a policy’s clothing.

Example. An organisation maintains an Acceptable Use Policy setting the expectation that
corporate systems are used appropriately. Beneath it, an Authentication Standard mandates
multi-factor authentication for all remote access and a minimum password length, and a
supporting procedure tells administrators exactly how to enrol users in MFA. Each document
names an owner, an approval date, and a next-review date. When a legacy manufacturing
system cannot technically support MFA, the plant owner lodges a formal exception:
compensating controls are documented, the residual risk is signed off by the CISO, and the
exception expires in twelve months, forcing a re-decision rather than a permanent quiet gap.

Example: the manufacturer. Rather than adopting a forty-document template library, the
manufacturer starts with five short, plain-language policies it can actually enforce: acceptable
use, access control, incident response, backup, and vendor security. An exception process
exists from day one, essential, because the twenty-year-old control systems on two production
lines cannot meet the patching standard, and the honest path is a documented, time-bound
exception with compensating controls rather than silent non-compliance. Each policy fits on
two pages and is briefed at shift meetings, not just emailed.

3. Defined roles and responsibilities

Everyone involved in security must understand what they are responsible for and where the
boundaries lie. Ambiguity is one of the most common causes of governance failure — controls fall
through the cracks because “someone else” was assumed to own them. Clear roles are often
documented using a RACI matrix (Responsible, Accountable, Consulted, Informed) and reinforced by
a recognised operating model such as the three lines of defence:

e First line: business and system owners who own and manage risk directly as part of their
operations.

e Second line: risk and compliance functions that set policy, provide oversight, and challenge
the first line.

¢ Third line: internal audit, which provides independent assurance to the board that the first
two lines are working.

In practice. Role clarity has to reach below the org chart and into the work itself. That means RACI
assignments at the level of individual controls and processes — who patches, who verifies, who
reports, not just at the level of functions; security responsibilities written into job descriptions and
performance objectives so they carry weight at review time; committee charters that state each
forum’s membership, decision rights, and quorum; and, in federated models, named security
champions in each business unit with a defined remit. Boundaries matter as much as assignments:
the second line must oversee and challenge without drifting into operating the controls it oversees,
and the third line must stay independent of the activities it audits, internal audit that helped design
a control cannot credibly assure it.
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Common failure modes. The most common is the security team owning everything by default,
every risk, control, and finding lands with security because no one else was assigned, which both
overloads the team and detaches the business from risks it actually owns. Others include first and
second lines blurring until oversight is just self-assessment; RACI matrices with multiple
“Accountable” entries (which means no one is); and roles defined once and never updated, so a
reorganisation quietly orphans a set of controls. The practical test: pick a control at random and ask
three people who owns it — three different answers means the principle has failed regardless of
what the documentation says.

Example. In a company adopting the three lines model, a product team (first line) is
responsible for securing its own application and remediating vulnerabilities, an obligation
written into the team lead’s objectives. The security governance team (second line) defines the
vulnerability management standard and monitors compliance, but does not perform the
patching itself. Internal audit (third line) independently tests, once a year, whether the
standard is being followed, and reports directly to the audit committee, not to security. A
control-level RACI records exactly who scans, who fixes, who verifies, and who is informed, so
nothing rests on assumption.

Example: the manufacturer. With a lean IT team, the manufacturer cannot staff three
separate lines of defence — the IT manager inevitably wears both first-line and second-line
hats. The gap is acknowledged rather than ignored: an annual review by an external assessor
provides the independent challenge the structure cannot, and a simple RACI settles the
historically grey zone between IT and production engineering, who patches the office fleet,
who patches the plant systems, and who verifies each. The principle scales down: even where

one person holds several roles, the roles themselves stay defined.

4. Strategic alignment

Security governance must serve the organisation’s objectives rather than operate as an isolated
technical concern. When security is aligned to business strategy, it enables the organisation to
pursue its goals safely; when it is misaligned, it is perceived as a blocker and gets bypassed.
Alignment means that the program’s priorities, investments, and risk appetite reflect what the
business is actually trying to achieve, and that recognised frameworks, such as the NIST
Cybersecurity Framework, ISO/IEC 27001, or the CIS Controls, are used to give the effort a coherent
structure that maps to business risk, rather than being adopted for their own sake.

In practice. Alignment is built through cadence and language. The security strategy should be
derived from, and refreshed on the same planning cycle as, the business strategy, with each major
security investment traceable to a business objective or a material risk. Security representation in
business planning forums, and early engagement in significant projects (“security by design” rather
than late-stage review), keeps the program shaping initiatives instead of reacting to them. Reporting
language matters too: leadership engagement rises sharply when posture is expressed in terms of
business outcomes — customer trust, service availability, deal enablement, regulatory standing,
rather than tool counts and vulnerability tallies. A practical alignment artefact is a one-page mapping
of top business objectives to the security capabilities that protect them; if a capability maps to
nothing, its priority deserves questioning.
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Common failure modes. Misalignment usually appears as a tool-driven strategy: the roadmap is a
procurement list shaped by vendor engagement rather than business need, or as framework
worship, where achieving certification or coverage scores becomes the objective and absorbs the
budget that material risks needed. The third pattern is the “department of no”: a security function
engaged so late, and so inclined to prohibit, that the business routes around it entirely — at which
point governance has lost visibility of the very activities that carry the most risk.

Example. A retailer planning a major migration to cloud services builds its security roadmap
around that initiative rather than in isolation, prioritising cloud configuration management,
identity, and data protection controls that directly support the migration. Security architects
join the migration program from its planning phase, so guardrails are designed in rather than
retrofitted. The strategy is presented to the executive team in terms of enabling the migration
safely and protecting customer trust, not as a shopping list of tools, and each roadmap item
cites the business objective it serves.

Example: the manufacturer. The manufacturer’s security investment case is framed entirely in
the business’s own terms: the two supermarket chains that make up most of its revenue are
adding security clauses to supply contracts, and every day of production downtime costs
roughly $450,000 in lost output and penalties. The three-year uplift roadmap is therefore
presented to the board as protecting delivery performance and preserving contract eligibility,

not as an IT project, and it wins funding on that basis.

5. Performance measurement

Governance requires visibility into whether the security program is actually working. This means
defining meaningful metrics, tracking them over time, and reporting them to the people accountable
for the program. Metrics generally fall into two useful categories:

¢ Key Performance Indicators (KPIs): how well a control or process is operating (e.g. the
percentage of systems patched within the required window).

¢ Key Risk Indicators (KRIs): signals that exposure may be rising (e.g. an increasing number of
unpatched critical vulnerabilities).

Good measurement avoids vanity metrics that look reassuring but say little about real risk. Metrics
should be tied to decisions leadership can actually make.

In practice. A useful metric has five properties: it is tied to a decision someone can make; it has a
defined target or threshold, so a number is unambiguously good or bad; it is trended over time
rather than presented as a snapshot; its data source is reliable and, ideally, automated; and it has a
named owner responsible for its accuracy. Mature programs keep the executive set deliberately
small, commonly eight to twelve indicators, and tier their reporting: operational teams see detailed
control metrics weekly, the steering committee sees a curated set quarterly, and the board sees a
handful of risk-framed indicators with commentary. Every threshold breach should have a pre-
agreed consequence (investigate, escalate, re-assess the relevant risk); a red number that triggers
nothing trains everyone to ignore red numbers.
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Common failure modes. The classic trap is the vanity metric: “40 million attacks blocked” impresses
but informs no decision. Its siblings are metric overload (fifty indicators, none of which anyone acts
on), measuring what is easy rather than what matters because the convenient data source wins, and
unowned metrics whose definitions quietly shift until trend lines mean nothing. Metrics also invite
gaming: if teams are judged on time-to-close vulnerabilities, expect tickets to be closed and
reopened. The defence is to pair each performance measure with a counter-measure of quality, and
to periodically audit the numbers themselves.

Example. A security steering committee reviews a concise dashboard each quarter: patch SLA
compliance, mean time to detect and respond to incidents (MTTD/MTTR), phishing simulation
click rates, and the percentage of critical assets covered by required controls. Each metric
shows its trend, its target, and its owner. When the phishing click rate crosses its agreed
threshold for a second consecutive quarter, the pre-defined response kicks in: the committee
commissions a root-cause review and approves reinvestment in awareness training,
measurement driving action, not just reporting.

Example — the manufacturer. The manufacturer starts with five metrics it can actually collect:
backup restore-test success rate, patch currency (reported separately for office IT and plant
systems), MFA coverage, staff-reported phishing attempts, and incident count. They fit on a
single red/amber/green board slide with a trend arrow each. It is a deliberately small start, but

every metric has a threshold and an owner, which puts it ahead of many larger programs.

6. Continuous oversight

Governance is ongoing, not a one-time exercise. The threat landscape, the business, and the
technology environment all change constantly, so oversight must be continuous and structured
through defined forums, cadences, and feedback loops. This closes the governance cycle: direction is
set, performance is measured, and oversight uses that information to adjust direction. It is delivered
through mechanisms such as regular governance forums (steering and risk committees), scheduled
policy reviews, continuous control monitoring, and post-incident reviews that feed lessons back into
policy and strategy.

In practice. Continuous oversight is best organised as a governance calendar: a published annual
schedule of forums, reviews, and assurance activities, so oversight happens by design rather than by
memory. Each forum needs a charter, purpose, membership, decision rights, quorum, and
disciplined follow-through: decisions minuted, actions assigned with owners and dates, and prior
actions reviewed at every meeting. Equally important are the out-of-cycle triggers: defined events (a
significant incident, a major regulatory change, an acquisition, a material new system) that force a
review immediately rather than at the next scheduled slot. Organisations aligned to ISO/IEC 27001
will recognise this as the management review discipline: defined inputs (metrics, audit results,
incidents, risk status), defined outputs (decisions and improvement actions), on a defined cadence.

Common failure modes. Oversight decays in predictable ways: forums that meet faithfully but
decide nothing; minutes recorded but actions never tracked to closure; the same senior people
sitting on so many committees that attendance becomes rotation of apologies; and oversight
fatigue, where reporting volume grows until nobody reads any of it. The signature of failed oversight
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is an incident post-mortem revealing that the failed control had been amber on a dashboard for a
year — the information existed, but no mechanism converted it into action.

Example. An organisation runs a monthly operational security review and a quarterly
executive steering committee, both charted with defined decision rights, and publishes a
twelve-month governance calendar covering policy reviews, audits, and testing. Policies are
reviewed on a fixed annual cycle, or sooner if a defined trigger fires, a major incident, a
regulatory change, or a significant acquisition. After each significant incident, a formal lessons-
learned review updates the relevant policies and controls, and the steering committee tracks
each resulting action to closure, ensuring oversight actively improves the program rather than
merely observing it.

Example: the manufacturer. Oversight begins as a quarterly operations review chaired by the
COO, plus the twice-yearly board update and an annual external health check. Out-of-cycle
triggers are agreed up front: a significant incident at the company or a peer, new critical-
infrastructure obligations, or the acquisition of a new site each force an immediate review. The
competitor’s ransomware shutdown, the event that started the program, is retrospectively
treated as the first trigger, and the review it prompted becomes the template for the next one.

7. Risk appetite set by leadership

Risk appetite is the amount and type of risk the organisation is willing to accept in pursuit of its
objectives. Setting it is a governance act: only leadership has the standing to declare, on the
organisation’s behalf, how much potential harm is tolerable in exchange for speed, cost, or
opportunity. An explicit, board-approved appetite is what allows the risk pillar to prioritise
consistently — without it, every risk decision defaults to individual judgement, and “how much is too
much” gets answered differently in every corner of the business.

In practice. A workable appetite statement usually combines a qualitative position for each major
risk category (for example: minimal appetite for risks to customer data confidentiality and regulatory
standing; moderate appetite for risks to internal productivity systems) with quantitative tolerances
that make each position measurable, maximum acceptable downtime for critical services, thresholds
for unremediated critical vulnerabilities, financial loss limits. It should be short enough to be used,
approved at board level, reviewed annually or when strategy shifts, and, critically, cascaded into the
thresholds and escalation rules that operational teams apply daily. An appetite statement that never
constrains or permits a real decision is decoration.

Example. The board approves a one-page cyber risk appetite statement declaring minimal
appetite for compromise of customer data, low appetite for disruption to revenue-generating
platforms, and moderate appetite for risks confined to internal tooling. Each statement carries
a measurable tolerance, for instance, no critical vulnerability on an internet-facing revenue
system may remain unremediated beyond 14 days. The statement is reviewed annually and is
cited in risk assessments across the organisation as the standard against which every rated risk
is judged.

Example: the manufacturer. The manufacturer’s board articulates its appetite in one page of
plain language: no appetite for cyber events that could affect food safety; low appetite for
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production downtime exceeding 24 hours; moderate appetite for disruption to office systems.
Each position carries a tolerance the operations team can use — the 24-hour figure becomes
the recovery-time objective for production lines, and the zero-tolerance safety position drives
the decision to isolate safety-instrumented systems from the corporate network entirely.

8. Adequate resourcing and investment

Governance is only credible if leadership commits sufficient budget, people, and tooling to meet the
expectations it sets. A policy framework that mandates controls the organisation has not funded, or
an appetite statement stricter than the program can actually deliver, is not governance. It is
documented aspiration. Resourcing decisions are therefore themselves governance decisions, and
they should be made with the same visibility and accountability as the direction-setting they enable.

In practice. Mature organisations tie the security budget explicitly to the risk position: investment
cases are framed as buying down named risks or closing measured gaps against the target state, so
leadership can see what a dollar of funding changes, and what declining it leaves exposed.
Resourcing covers more than money: it includes realistic headcount and on-call load, skills
development in a field where capability dates quickly, and periodic rationalisation of tooling so
spend consolidates on platforms that are actually operated rather than accumulating shelfware.
Peer benchmarks (security spend as a share of IT or revenue) are useful context but poor targets; the
right spend is the one that holds residual risk within appetite, which differs by organisation.

Example. During annual planning, the CISO presents three funding scenarios to the executive
team, each mapped to the risk register: the residual risks that remain at current funding, the
risks bought down by the requested uplift, and the risks knowingly retained if funding is cut.
The executive chooses the middle scenario and formally accepts the named residual risks that
fall outside it, making the resourcing decision, and its consequences, an explicit governance act
rather than a budget line negotiated in the dark.

Example — the manufacturer. Funding follows the risk register rather than the exhibition hall:
year one buys immutable backups, network segmentation between office and plant, and MFA,
unglamorous controls addressing the top-rated risks, plus the program’s first dedicated security
hire. The board approves a three-year uplift with the explicit understanding, recorded in the
minutes, of which risks remain open in the meantime. When a vendor pitches an Al-driven
threat platform mid-year, the answer is a question: which register entry does it treat?

9. Security culture and tone from the top

Governance shapes behaviour most effectively when leaders visibly model good security practice,
making it part of “how we do things here” rather than a compliance obligation. Culture is the control
that operates when no other control is watching: it determines whether people report the
suspicious email, challenge the tailgater, or admit the mistake early enough for it to be contained.
No policy framework can compensate for a culture in which security is treated as friction to be
routed around.

In practice. Culture is built through visible behaviour and incentives, not posters. The strongest
signals are leaders following the same rules as everyone else, no MFA exemptions for executives, no
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bypassed change controls for urgent leadership requests, and a no-blame reporting norm: people
who report their own mistakes or near-misses are thanked, not punished, because an unreported
incident is far more dangerous than an embarrassing one. Awareness activity should go beyond
annual modules into role-relevant, engaging touchpoints, realistic simulations with coaching rather
than shaming, developer-specific secure-coding enablement, finance-specific fraud drills.
Measurement helps here too: reporting rates, simulation trends, and staff survey signals reveal
whether the culture is actually shifting.

Example. After a near-miss in which an employee reported clicking a phishing link within
minutes, the CEO praises the fast report at the all-hands meeting — explicitly noting that the
early report is what let the security team contain the incident before harm. Reporting rates rise
measurably in the following quarter. Meanwhile, executives are enrolled in the same MFA and
phishing-simulation programs as all staff, and the leadership team’s completion rates are
published alongside everyone else’s, small signals that the rules describe the organisation’s real
behaviour, starting at the top.

Example: the manufacturer. Culture-building happens where the workforce actually is: five-
minute security briefings inside existing shift meetings, posters at the plant entrance replaced
by supervisors telling real stories, including the near-miss where a production scheduler
reported a suspicious invoice email within minutes and was publicly thanked by the site
manager. On the factory floor, “report it, don’t worry about being wrong” is repeated until it
sticks. Reported phishing attempts triple in six months; that number is read as success, not as
an increase in threat.

Bridge to the next pillar

Governance establishes the direction, accountability, and appetite within which the rest of the
program operates — but direction alone does not tell the organisation what specifically threatens it.
That is the role of the Risk pillar, which takes the risk appetite that governance defines and applies it
to the systematic identification, assessment, treatment, and monitoring of threats.
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3. Risk

Overview

Cybersecurity risk management is the discipline of understanding what could harm the
organisation’s information and systems, deciding how much of that potential harm is acceptable,
and acting to keep exposure within acceptable limits. Where governance sets the direction and
appetite, risk management does the analytical work of turning that appetite into concrete,
prioritised decisions about where to spend attention and money.

Risk is fundamentally about informed decision-making under uncertainty. The organisation cannot
eliminate all risk, nor should it try, doing so would be prohibitively expensive and would stifle the
business. Instead, effective risk management makes exposure visible, comparable, and deliberate, so
that leaders accept risk knowingly rather than by accident. The principles below describe how that is
achieved in practice, and they operate as a cycle: identify, assess, judge against appetite, treat,
assign ownership, and monitor, with monitoring feeding fresh information back to the start.

Both running scenarios are threaded through every principle in this part — the financial-services
firm’s phishing risk to its payment platform and the manufacturer’s ransomware risk to production
— so the mechanics visibly build on one another from first identification through to ongoing
monitoring.

PART 3 - RISK
The risk management lifecycle

Turning appetite into decisions: exposure made visible, comparable and owned.

Risk identification > Assessment & analysis > Appetite & tolerance
Continuous, many sources, Likelihood x impact; inherent The cascaded line every risk
converging on the register vs residual is judged against

\

Monitoring & reporting < Risk ownership < Risk treatment
KRIs and leading signals; a One named owner with the A deliberate choice: treat,
living register authority to act transfer, tolerate, terminate

O Monitoring feeds back into identification — the loop never closes for good.

Figure 6 — The risk management lifecycle
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Core principles

1. Risk identification

Before a risk can be managed it must be found. Risk identification is the systematic process of
discovering what the organisation needs to protect, what could threaten it, and where it is weak.
This rests on three inputs: an understanding of assets (the data, systems, and services that have
value), threats (the actors and events that could cause harm, from ransomware crews to insider
error to natural disaster), and vulnerabilities (the weaknesses those threats could exploit).
Identification should be continuous and draw on multiple sources, asset inventories, threat
intelligence, vulnerability scans, audits, and staff who understand the business. A risk that is never
identified is, by definition, never managed. Insider risk deserves attention as a category in its own
right — both the malicious insider and the well-meaning error — because it operates inside the
perimeter and is easily under-weighted beside more visible external threats.

In practice. Identification converges on the risk register, and the quality of the register is set by the
discipline of its entries. A well-formed entry records: a unique identifier; a title; a structured
description, most usefully in cause = event — consequence form (“because of X, Y could occur,
resulting in Z”); the risk category; the affected assets; the named owner; the inherent rating; the
existing controls; the residual rating; the treatment decision and status; and a next-review date. The
cause-event-consequence discipline matters: it separates genuine risks from vague worries
(“phishing” is a threat, not a risk) and from issues that have already occurred. Feeding the register
should be routine, not annual: threat-modelling workshops for significant systems, vulnerability and
configuration scanning, incident and near-miss data, audit findings, the change and project pipeline
(every major change is an identification opportunity), and structured conversations with the people
who run the business, who often know where the fragile points are long before any scan does. Asset
criticality tiering focuses the effort: the crown-jewel systems warrant deliberate threat modelling;
the long tail can rely on broader scanning and standard controls.

Common failure modes. The most common is register bloat: hundreds of entries mixing genuine
risks with control gaps, audit findings, and general anxieties, until the register is too noisy to steer
by. Its opposite is the once-a-year snapshot — a register populated during an annual workshop and
untouched between, permanently out of date. A third is the technology-only lens: registers full of
vulnerability-shaped entries while process risks (a payments process with no segregation of duties)
and people risks (key-person dependency, social engineering) go unrecorded because no scanner
emits them.

Example. A financial-services firm maintains a live inventory of its critical systems and the data
each one holds, tiered by criticality. For its customer-facing payment platform, a tier-one asset,
the team runs a structured threat-modelling workshop that maps how an attacker might reach
cardholder data, cross-references known vulnerabilities from recent scans, and reviews the last
year’s incident and near-miss data.

One resulting register entry reads: “Because staff with privileged platform access are regularly
targeted by credential-phishing campaigns (cause), an attacker could obtain valid credentials
and access the payment platform (event), resulting in exposure of cardholder data, regulatory

penalties, and loss of customer trust (consequence).” The entry records the affected asset, its
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category (external attack, credential theft), the existing controls (email filtering, annual
awareness training), and is queued for assessment.

Example: the manufacturer. The manufacturer runs its first-ever risk workshop, deliberately
mixing IT staff with production engineers and a plant manager, the people who know where
the fragile points are. The anchor entry that emerges: “Because the office and plant networks
are interconnected and remote vendor access to production control systems uses shared
credentials (cause), ransomware entering through a phished office workstation could spread to
the control systems and halt production (event), stopping all three sites, breaching
supermarket supply commitments, and costing roughly $450,000 per day (consequence).” It is
the first time the exposure has ever been written down — and the writing alone changes the
board conversation.

2. Risk assessment and analysis

Once identified, each risk must be understood in terms of how likely it is to occur and how much
harm it would cause. Assessment combines these two dimensions, likelihood and impact, to produce
a rating that allows risks to be compared and ranked. Analysis can be qualitative (rating risks as, say,
low / medium / high / critical using defined criteria), quantitative (estimating loss in monetary terms
and probability as a percentage), or a blend of the two. The goal is not false precision but a
consistent, defensible basis for prioritisation, so that the organisation spends its finite resources on
the risks that matter most rather than the ones that happen to be top of mind.

PART 3 - RISK ASSESSMENT
The risk assessment matrix

Likelihood against impact, scored consistently — and the drop from inherent to residual.

0 Inherent risk — before
controls
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Figure 7 — The risk assessment matrix

In practice. Consistency comes from defined criteria. Likelihood levels should be anchored to
frequencies or probabilities (“likely: expected within 12 months”), and impact levels to concrete
thresholds across several dimensions, financial loss bands, operational disruption duration,
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regulatory consequence, reputational reach, so two assessors rating the same risk land in the same
place. Every risk should be assessed twice: inherent (before controls) and residual (with current
controls operating), because the gap between the two is precisely the value the control environment
is providing. Qualitative matrices are fast and accessible but coarse; where decisions carry large
sums, a major control investment, a cyber-insurance limit, a board conversation about a top risk —
quantitative methods earn their extra effort. The FAIR model is the most widely used: it
decomposes risk into loss event frequency and loss magnitude, estimates each as a calibrated range
rather than a point value, and combines them (typically via Monte Carlo simulation) into an
annualised loss distribution. The output, “we estimate a 90% chance annual losses from this risk fall
between $X and $Y”, supports cost-benefit decisions in a way that “high” never can. Most
organisations sensibly run a hybrid: qualitative triage for the full register, quantification reserved for
the handful of risks where the decision justifies it.

Common failure modes. The perennial trap is false precision: debating whether a risk is a 12 or a 15
on a matrix whose inputs are guesses. The opposite trap is matrix compression: undefined criteria
let every assessment drift toward the safe middle until the register is a wall of “medium-high” and
prioritisation collapses. Assessors also commonly rate the control rather than the risk (“MFA is in
place, so: low”) without asking how the risk behaves if the control fails, and inherit ratings year over
year without re-examining the assumptions beneath them.

Example. Using a 5x5 likelihood-and-impact matrix with defined criteria, the firm rates the
credential-phishing risk. Inherently, imagining current controls absent, likelihood is “almost
certain” and impact “severe,” for a critical rating. With existing email filtering and awareness
training operating, residual likelihood is judged “likely” and impact “major”, a high rating,
sitting above a separately identified website-defacement risk that scores medium, so it is
prioritised for treatment first.

Because the risk touches cardholder data and a material control investment is in prospect, the
firm also runs a FAIR-based quantification: calibrated estimates of attack frequency and loss
magnitude (response costs, card-scheme penalties, customer attrition) produce a simulated
annualised loss expectancy of $1.8M-$6.5M at the 90% confidence range, a figure that will
anchor the cost-benefit case in the treatment step.

Example — the manufacturer. The manufacturer assesses qualitatively on a simple 4x4
matrix, a deliberate contrast with the financial firm’s FAIR analysis, and the right call at this
maturity: the organisation has neither the loss data nor the analytical capacity for defensible
quantification yet. Likelihood is judged “possible” and impact “severe,” producing the register’s
first critical rating. The one number in the analysis, finance’s estimate of $450,000 per day of
downtime, is rough, but it is enough to anchor the treatment business case without a Monte
Carlo simulation in sight.

3. Risk appetite and tolerance

Risk appetite is the amount and type of risk the organisation is willing to accept in pursuit of its
objectives; tolerance is the acceptable variation around that appetite for a specific risk area. Set by
leadership as part of governance, appetite is the reference line against which assessed risks are
judged: a risk that sits within appetite may simply be accepted, while one that exceeds it demands
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treatment. Without an explicit appetite, risk decisions default to individual judgement and become
inconsistent — one manager tolerating what another would never allow. A clear appetite makes
“how much is too much” an organisational answer rather than a personal one.

In practice. The work in the risk pillar is cascading the board-level appetite into thresholds precise
enough to use daily. A qualitative position (“minimal appetite for compromise of customer data”)
becomes a set of tolerance statements with numbers attached: no more than 2% of critical systems
outside patch SLA at any time; privileged access without MFA, zero tolerance; phishing simulation
click rate for privileged users below 5%. These thresholds do double duty: they are the pass/fail line
when a residual rating is compared against appetite, and they become the alarm levels for the key
risk indicators defined under monitoring (principle 6). Each tolerance needs a defined escalation
when breached, who is told, how fast, and what decision they must make. Appetite comparison
should be an explicit, recorded step in every assessment: risk rated, appetite consulted, verdict
documented, within appetite (accept and monitor) or exceeding it (treat).

Common failure modes. The dominant failure is an appetite statement too vague to use — “we
have a low appetite for cyber risk” constrains nothing and permits nothing. Others include appetite
set once and never revisited while the business changes around it; appetite that exists on paper but
is never actually consulted during assessments (the tell: risk decisions that cite it are nowhere to be
found); and tolerances with no escalation path, so breaches are observed but nothing happens.

Example. The board’s appetite statement declares minimal appetite for risks affecting
customer data confidentiality but moderate appetite for risks to internal productivity tools.
Cascaded tolerances make this operational: zero tolerance for privileged payment-platform
access without phishing-resistant MFA, and a privileged-user simulation click-rate ceiling of 5%.
Judged against this line, the high-rated phishing risk to customer data clearly exceeds appetite
and is escalated for treatment, whereas a comparable phishing risk to the internal wiki, sitting
within the moderate appetite for internal tools, is formally accepted and simply monitored.
Both verdicts are recorded in the register with the appetite clause they were judged against.

Example: the manufacturer. Judged against the board’s appetite statement, the ransomware
risk breaches two positions at once: the low appetite for production downtime beyond 24
hours (a realistic outage would run to days or weeks) and, through the plant control systems,
the zero appetite for anything touching food safety. The verdict is recorded in the register
against the specific appetite clauses breached, and the risk moves to treatment as the
program’s top priority, ahead of several risks that felt more urgent but sat within appetite.
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4. Risk treatment

For each risk that exceeds appetite, the organisation must choose a deliberate response. There are
four standard options, often summarised as the “four Ts”:

PART 3 - RISK TREATMENT
The four Ts of risk treatment

For every risk above appetite, a deliberate choice with a plan, an owner and a date.

Treat Transfer

Reduce likelihood or impact by Shift financial consequence to a third
implementing controls party (e.g. insurance)

Tolerate Terminate

Knowingly accept the risk when it sits Stop the activity that gives rise to the
within appetite risk

Most significant risks use a combination — usually treatment supported by transfer.
Figure 8 — The four Ts of risk treatment

e Treat (mitigate): reduce the likelihood or impact by implementing controls.

¢ Transfer (share): shift some of the financial consequence to a third party, for example
through cyber insurance or contractual terms.

* Tolerate (accept): knowingly accept the risk, typically because it sits within appetite or
treatment would cost more than the exposure.

¢ Terminate (avoid): stop the activity that gives rise to the risk altogether.

Most significant risks are addressed with a combination, usually treatment supported by transfer,
and any residual risk that remains after treatment should be re-assessed and formally accepted by
the risk owner.

In practice. A treatment decision earns its keep through the treatment plan behind it. A complete
plan records: the option selected and the rationale (including the options rejected and why); the
specific controls to be implemented, each with an owner, a delivery date, and a cost; the expected
residual rating once delivered; and how effectiveness will be verified — because a control assumed
to work is not the same as one tested. Control selection should be layered, combining preventive
controls (stop the event), detective controls (see it fast when prevention fails), and corrective
controls (limit the damage), defence in depth applied at the level of a single risk. The cost-benefit
test is where quantification pays off: annualised control cost compared against expected loss
reduction turns “should we?” into arithmetic. Transfer requires real scrutiny of what the policy or
contract actually covers, exclusions, conditions precedent, and sub-limits routinely surprise
organisations at claim time, and insurance transfers financial consequence only; the operational and
reputational harm stays home. Terminate is under-used: sometimes the cleanest treatment for a
risky legacy service is retiring it. Finally, residual acceptance must be a formal act — the named
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owner signs, the register records it, and the acceptance carries a review date rather than lasting
forever.

Common failure modes. Plans without owners or dates, which drift indefinitely while the register
shows “treatment in progress”; mitigation chosen by reflex without a cost-benefit check, spending
$500K to buy down $50K of expected loss; residual risk never re-assessed after controls land, so the
register still shows the pre-treatment rating; and acceptance-by-inaction, risks that were never
formally tolerated but have sat untreated so long that they have been accepted in everything but
name and signature.

Example. For the high-rated phishing risk, the firm’'s treatment plan layers three controls:
phishing-resistant multi-factor authentication for all privileged platform access (preventive,
owner: identity team, delivery within 90 days, $220K), enhanced email filtering with
anomalous-login detection (detective, owner: security operations, 60 days, $85K), and a
rehearsed credential-revocation playbook (corrective — owner: incident response, 30 days).
Against the quantified exposure of $1.8M-$6.5M annually, the ~$305K program is
straightforwardly justified.

Part of the residual financial exposure is transferred through a cyber-insurance policy, after
legal review confirms that credential-theft events are covered and that the MFA rollout
satisfies the policy’s control conditions. Once the controls are delivered and verified by a red-
team exercise, the risk is re-assessed at “medium,” now within appetite, and formally accepted
by the platform’s risk owner with a twelve-month review date.

Example: the manufacturer. The manufacturer’s treatment plan layers controls within a
constrained budget: immutable offline backups with quarterly restore tests (corrective, first,
because it bounds the worst case), phased network segmentation separating office IT from
plant systems over twelve months (preventive), MFA and a hardened jump host replacing
shared-credential vendor remote access (preventive), and endpoint detection on the office
network (detective). One risk is terminated outright: the legacy dial-in modem a vendor still
used to service one line is decommissioned. Total cost sits well under two days of the
downtime it protects against — arithmetic the board approves in one meeting.

5. Risk ownership

Every risk needs a single, named owner who is accountable for its treatment and for the decision to
accept any residual exposure. Ownership should sit with the person who has the authority and
resources to act on the risk, usually a senior business or system owner, rather than defaulting to the
security team, which typically advises and coordinates but does not own the underlying business
risk. Clear ownership prevents risks from stalling in a shared-responsibility limbo and ensures that
acceptance decisions are made by someone with the standing to make them.

In practice. Ownership works when three distinct roles are kept separate. The risk owner is
accountable for the risk itself. They decide the treatment and sign the residual acceptance. The
control owners are responsible for delivering and operating the specific controls in the treatment
plan; a single risk commonly has several. The risk function facilitates: it maintains the register,
ensures assessments happen, and advises, but owns neither the risk nor the controls. The register
should record individual names, never team names (“IT” cannot sign an acceptance), and acceptance
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authority should be tiered to rating: a medium residual might be acceptable at department-head
level while a high residual requires an executive signature. Two housekeeping disciplines keep the
model honest: a re-assignment sweep after every reorganisation, so departures and restructures do
not orphan risks; and a defined escalation path for when an owner will not engage, the risk goes up
the governance chain rather than quietly stalling.

Common failure modes. Default ownership by the security team, which severs the link between the
risk and the budget-holder who can actually fix it; orphaned risks whose named owner left eighteen
months ago; acceptance signed by people without the authority their tier requires; and ownership
treated as a register formality — a name recorded once, never consulted, never held to the
treatment dates beside it.

Example. The payment platform’s phishing risk is assigned to the Head of Digital Payments,
who owns the platform and its budget. She decides the treatment and will sign the residual
acceptance. The identity team lead and the security operations manager are recorded as
control owners for the MFA rollout and the detection uplift respectively, each with delivery
dates. The security team facilitates and reports progress, but the accountable decision rests
with the risk owner, recorded against her name in the register. Because the residual rating
lands at “medium,” her department-head authority is sufficient under the firm’s tiered
acceptance rules; had it remained “high,” the acceptance would have required the Chief
Operating Officer.

Example: the manufacturer. Ownership of the ransomware risk is assigned to the Operations
Director, not the IT manager, because production continuity is her accountability and the
treatment budget is hers. The IT manager and the plant engineering lead are control owners
for the segmentation and remote-access work respectively. It is the organisation’s first
experience of the distinction between owning a risk and running its controls, and it sticks: when
the segmentation timeline slips, it is the Operations Director who escalates it to the COO,
because the exposure is hers.

6. Continuous monitoring and reporting

Risk is not static: new threats emerge, systems change, and controls degrade, so a risk assessed
today may look very different in six months. Effective risk management therefore treats the risk
register as a living record, reviewed on a defined cadence and updated whenever the environment
shifts. Monitoring is reinforced by reporting, surfacing the risk picture and key risk indicators to
governance forums so that leadership can steer and, where appropriate, adjust appetite or
investment. This closes the loop back to governance and keeps risk decisions current rather than
frozen at the moment of first assessment.

In practice. The workhorse of monitoring is the key risk indicator, and KRI design is a craft. Each KRI
needs: a direct link to the risk it watches; a threshold derived from the tolerance statements set
under principle 3, so a breach means something specific; a reliable, preferably automated data
source; a named owner; and a bias toward leading signals where possible — indicators that
exposure is rising (MFA coverage slipping, phishing volume climbing) rather than lagging
confirmations that harm already occurred. Review cadence should be tiered by rating: critical and
high risks reviewed monthly, medium quarterly, low annually, with the same out-of-cycle triggers
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governance uses (major incident, significant threat intelligence, material system change) forcing
immediate re-assessment. Reporting should emphasise movement: which risks rose, which fell,
which treatments are overdue, which KRIs breached, a static top-ten list repeated each quarter tells
leadership nothing. And the loop must genuinely close: monitoring output should periodically
challenge the appetite itself, because sustained KRI breaches sometimes mean the tolerance was set
wrong, not that the business is misbehaving.

Common failure modes. Registers that are archaeologically interesting: accurate as of the workshop
two years ago; KRIs without thresholds, producing charts that inform nothing; reporting volume
growing until signal drowns (forty pages, no decisions); and treatment-plan dates that slip quarter
after quarter without the slippage itself ever being escalated as the risk it is.

Example. For the phishing risk, the firm defines four KRIs with thresholds drawn from its
tolerance statements: phishing-resistant MFA coverage of privileged accounts (alarm below
100%), privileged-user simulation click rate (alarm above 5%), reported phishing volume trend,
and mean time to revoke compromised credentials (alarm above 30 minutes). The risk, rated
high pre-treatment, is reviewed at the monthly risk forum until its controls land, then quarterly
at medium. The executive steering committee sees a movement-focused summary — risks up,
risks down, overdue treatments, KRI breaches. When threat intelligence reports a surge in
MFA-fatigue attacks, the trigger fires: the risk is re-assessed immediately, and the review
concludes the push-notification MFA on two legacy admin paths must be upgraded, feeding a
new treatment action back into the cycle rather than waiting for the scheduled review.

Example: the manufacturer. The manufacturer’s KRIs are chosen so each one watches a
treatment assumption: percentage of plant systems still reachable from the office network
(segmentation progress, target zero), remote-access accounts without MFA (target zero),
backup restore-test success rate (target 100%), and days since the last successful restore test.
All four appear on the quarterly board slide beside the risk they guard. When the segmentation
figure stalls for two consecutive quarters, the stall itself is escalated as a risk — the register’s
first lesson that an overdue treatment is exposure, not admin.

Beyond the core: additional risk principles

As with governance, mature risk management typically extends beyond the essentials:

e Risk quantification as standard practice: moving beyond occasional FAIR analyses toward
routinely expressing top risks in financial terms, enabling sharper cost-benefit decisions, more
defensible insurance limits, and board conversations conducted in the currency the rest of
the business already uses.

¢ Third-party and supply-chain risk: extending the same identification, assessment, and
treatment discipline to vendors and partners, whose weaknesses can become the
organisation’s own. In practice this means tiering suppliers by criticality and data access,
assessing proportionately to tier, embedding security terms and audit rights in contracts, and
monitoring continuously rather than trusting a questionnaire completed at onboarding.

¢ Integration with enterprise risk management (ERM): feeding cyber risk into the
organisation’s overall risk picture, using compatible scales and consolidated reporting, so it is
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weighed alongside financial, operational, and strategic risks rather than in a silo.
Quantification helps enormously here: cyber risk expressed in dollars can sit on the same
page as every other enterprise risk.

Cyber insurance as risk transfer

Cyber insurance is the most common way organisations transfer residual cyber risk, and it has
matured from a niche product into a standard component of the treatment mix. A policy typically
blends first-party cover (incident response, forensics, business interruption, data restoration, and
extortion costs where lawful) with third-party liability (claims and regulatory defence arising from a
breach). Crucially, it transfers financial consequence, not accountability: the duties to notify,
remediate, and answer to regulators stay with the organisation, so insurance complements the risk
and compliance work in this guide rather than substituting for it.

Underwriting has tightened, and the questions insurers now ask have become a de facto control
baseline. Multi-factor authentication on remote and privileged access, tested and immutable
backups, endpoint detection, email filtering, patch discipline, and a rehearsed incident plan are
increasingly preconditions of cover or of an affordable premium, so the same controls that reduce
risk also reduce insurance cost, and the register and evidence a mature program already maintains
are what make renewal straightforward. Two conditions routinely convert an insured loss into an
uninsured one and deserve particular attention: the requirement to notify the insurer within a tight
window, often measured in hours, as a condition of cover, which belongs on the incident notification
matrix of Part 5; and the accuracy of the application itself, since a material misstatement about
controls can void a claim. Insurance is therefore best treated as one deliberate option within the
four Ts, sized against retained risk and appetite, not as a way to avoid building the controls in the
first place.

Bridge to the next pillar

Risk management decides which controls the organisation needs and why, based on its own
exposure and appetite. But the organisation does not operate in a vacuum — laws, regulations,
standards, and contracts impose obligations it must meet regardless of its internal risk view, and it
must be able to prove that it meets them. That is the role of the Compliance pillar, which validates
that required controls are in place and generates the evidence to demonstrate it, the subject of the
next part.
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4. Compliance

Overview

Compliance is the pillar that ensures the organisation meets the obligations placed upon it, by law,
by regulation, by industry standards, and by contract, and can demonstrate that it has done so.
Where risk management asks what the organisation should do based on its own exposure,
compliance asks what it must do because an external party requires it, and then produces the
evidence to prove it.

The two pillars are closely linked but not identical. A control the organisation would never have
prioritised on risk grounds alone may nonetheless be mandatory; conversely, meeting every
obligation does not by itself make an organisation secure. Effective compliance therefore treats
obligations as a baseline to be met efficiently and evidenced reliably, while remaining honest that
compliance is a floor, not a ceiling. The principles below describe how that is achieved without
turning compliance into a hollow, once-a-year scramble, and both running scenarios continue as
worked examples throughout.

PART 4 - COMPLIANCE
From obligation to attestation

Obligations known completely, met through one control set, and demonstrated with

evidence.
Understand obligations » Map to controls » Evidence
Laws, regulations, standards, One common control set: An evidence spec per control,
contracts, in one register implement once, comply many collected continuously

\/

Report & attest < Remediate < Assess, test & audit
Truthful dashboards; Findings tracked to closure at Verified not assumed; internal
attestations for those who root cause plus independent

rely on you

O Remediation and reporting feed the next cycle — compliance is continuous, not annual.

Figure 9 — From obligation to attestation

Core principles

1. Understanding the obligations

Compliance begins with knowing precisely what the organisation is required to do and where those
requirements come from. Obligations arise from several sources: laws and regulations (such as data-
protection and breach-notification legislation), industry standards and schemes (such as PCI DSS for
payment data or ISO/IEC 27001 for information security), and contractual commitments made to
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customers and partners. These need to be gathered into a single, maintained view, often called an
obligations register or compliance universe, that records what applies, to which parts of the
business, and who is responsible for it. An obligation that is not known cannot be met.

In practice. A working obligations register records, for each obligation: its source and the specific
requirement; its applicability: which entities, systems, data, and jurisdictions it touches; the named
owner; the controls that satisfy it (populated by the mapping in the next principle); the assessment
cadence and method it demands; key dates; and current status. Building it is a joint effort, legal
knows the statutes and contracts, compliance knows the schemes, security knows the systems, and
no single function can assemble it alone. Scoping is where much of the leverage lives: obligations
rarely apply uniformly, and deliberately constraining where regulated data lives can shrink the
compliance burden dramatically — network segmentation that isolates the cardholder-data
environment is the classic PCI DSS example. Two categories deserve special vigilance: contractual
security clauses, which enter the organisation deal by deal through sales and procurement and are
the most commonly unknown obligations, warranting a standard review gate in both processes; and
jurisdictional layering, where operating across borders stacks overlapping privacy and notification
regimes whose interactions need mapping, not assuming.

Common failure modes. The most dangerous is the unknown contractual clause: a security
commitment signed years ago in a customer contract nobody in security has read, discovered only
when the customer invokes it. Others include scope defined nowhere, so it silently expands as
systems interconnect (PCl scope creep being the canonical case); a register compiled once for an
audit and never maintained as laws change and contracts accumulate; and obligations without
owners, which are met only by coincidence.

Example. The financial-services firm maps the full obligation set for its payment platform: PCI
DSS because it processes cardholder data, applicable privacy legislation because it holds
customer personal information, prudential regulator requirements as a financial institution,
and specific security clauses in its contracts with several enterprise clients, surfaced by a new
procurement-and-sales review gate that routes every security clause to the compliance team.
Each obligation is logged in the obligations register with a named owner, its applicability, and
its assessment cadence. A deliberate scoping decision pays for itself: the cardholder-data
environment is segmented onto an isolated network zone, cutting the number of systems in PCI
DSS scope by more than half and shrinking every downstream assessment accordingly.

Example: the manufacturer. The manufacturer’s obligations register — a well-structured
spreadsheet, entirely adequate at this scale, captures a mix that looks nothing like the financial
firm’s: critical-infrastructure obligations under the Security of Critical Infrastructure Act (food
and grocery being a designated sector), Privacy Act duties for employee records and a
consumer promotions database, the security clauses its two supermarket customers have
added to supply contracts, and the interplay with food-safety regulation where plant systems
are concerned. The supermarket clauses are the ones nobody had read: surfaced by the new
contract-review step, one of them turns out to require annual evidence of security testing, an
obligation the firm had been silently breaching for two years.
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2. Mapping obligations to controls

Different obligations frequently demand the same or overlapping controls. Rather than managing
each regulation in a silo, which duplicates effort and creates gaps, mature compliance maps
obligations to a single set of controls, so that one well-run control can satisfy many requirements at
once. This crosswalk makes it clear which controls carry compliance weight, reduces redundant
work, and reveals where a single control failure would breach multiple obligations. It also connects
compliance directly to the controls the risk pillar has already put in place, avoiding two parallel
control sets.

PART 4 - CONTROL MAPPING
Implement once, comply many

A single well-chosen control can satisfy many overlapping obligations at once.
comply many

PCI DSS req. 8

ISO 27001 A.5.17

One control
(R

SOC 2 (CC6)

implement once

GDPR art. 32

Customer contract

Figure 10 — Implement once, comply many

In practice. The destination is a common control framework: one internal control library, with each
control written once in the organisation’s own language, and every external requirement, ISO/IEC
27001 Annex A clauses, PCI DSS requirements, SOC 2 criteria, privacy-law articles, contract clauses —
mapped to the internal controls that satisfy it. Published crosswalks (such as the Secure Controls
Framework, or the mappings many standards bodies now maintain) accelerate the build, though
every mapping should be verified rather than trusted, because “access control” means subtly
different things in different frameworks. Rationalisation follows a repeatable sequence: inventory
the controls that actually exist, deduplicate the near-identical ones that grew up in different silos,
map requirements to what remains, and close the genuine gaps the mapping exposes. The mapping
also reveals the program’s high-leverage controls, the ones satisfying the most obligations
simultaneously, which deserve the strongest operation and monitoring, since one failure there
breaches many duties at once. Mapping must record degree honestly: a control that partially
addresses a requirement should be marked partial, with the gap tracked, not rounded up to full
coverage.

Common failure modes. Parallel control sets: a PCI control list, an 1ISO control list, and a SOC 2
control list maintained separately, tripling work and guaranteeing inconsistency; mapping treated as
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achievement, with a beautiful spreadsheet whose controls are never actually tested; and over-
mapping: optimistically marking partial controls as fully satisfying requirements, creating paper
coverage that dissolves under an assessor’s questions.

Example. The firm’s multi-factor authentication control, originally implemented to treat the
phishing risk, is mapped simultaneously to a PCI DSS access-control requirement, an ISO/IEC
27001 Annex A control, an internal authentication policy, and security clauses in two
enterprise-client contracts. It is documented and tested once, and that single body of evidence
serves all five obligations rather than being reproduced five times. The mapping exercise also
flags MFA as one of the firm’'s highest-leverage controls, a single failure would breach multiple
obligations at once, so it is placed on the continuous-monitoring tier. The same exercise
exposes a genuine gap: one client contract requires annual penetration testing of a subsystem
no framework mapping had touched, and the gap enters the remediation process rather than
the optimistic column of a spreadsheet.

Example: the manufacturer. Rather than answering each supermarket questionnaire and each
statutory requirement separately, the manufacturer builds a common control set of about
thirty controls and maps everything to it. The network segmentation delivered for the
ransomware risk turns out to be the highest-leverage control in the library — it satisfies a
critical-infrastructure risk-management expectation, a clause in both supermarket contracts,
and an insurer condition simultaneously. Thirty controls, honestly mapped with partial

coverage marked as partial, prove far more defensible than three hundred aspirational ones.

3. Evidence and documentation

Compliance is not only about doing the right things but about being able to prove it. For every
obligation, the organisation must be able to produce evidence that the relevant control exists and is
operating, configurations, logs, records, approvals, and policy documents. Good evidence is specific,
dated, attributable, and retained for as long as the obligation requires. Building evidence collection
into normal operations, rather than reconstructing it before an audit, is what separates sustainable
compliance from a periodic fire drill.

In practice. Each control in the common framework should carry an evidence specification: what
artefacts demonstrate it operating, where they come from, how often they are captured, and how
long they are retained. Quality standards matter more than volume, evidence should be system-
generated where possible (a configuration export or API pull beats a screenshot, which is easily stale,
uncontextualised, and unverifiable), timestamped, attributable to a source and collector, and
complete enough to show the control operating across the period, not just on the day of capture.
For controls that operate many times (access reviews, change approvals), assessors sample, so
retention needs to cover whole populations, not favourite examples. Automation is what makes this
sustainable: modern compliance platforms and simple scheduled scripts can pull configurations, user
lists, scan results, and log extracts directly from source systems on a cadence, transforming evidence
from an annual archaeology project into a standing, continuously refreshed library — and surfacing
control drift as a by-product, months before an audit would.

Common failure modes. Audit-eve reconstruction: assembling a year of evidence in the three
weeks before the assessor arrives, expensively and unconvincingly; stale evidence proving the
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control worked once, eight months ago; screenshot dependence, where nothing is verifiable or
repeatable; and evidence scattered across personal drives and inboxes, so the program'’s proof
depends on which employees have not yet left.

Example. To evidence its MFA control, the firm retains automatically captured configuration
exports showing MFA enforced on all in-scope systems, monthly API-pulled coverage reports
listing every privileged account and its authentication method, authentication logs
demonstrating operation across the period, and the dated change records from deployment.
Collection runs on schedule into a central evidence library, with each artefact tagged to the
controls and obligations it supports. When a mid-cycle pull shows two newly created admin
accounts without MFA, the drift is caught and fixed within days, the evidence pipeline
functioning as a detective control in its own right, long before any assessor would have found
it.

Example: the manufacturer. Evidence collection starts manual but disciplined: a monthly
routine in which backup restore-test logs, access-review sign-offs, patching reports, and
vendor-access records are filed to a structured evidence folder, each artefact dated and named
to the control it supports. Screenshots are tolerated in year one and systematically replaced by
system-generated exports in year two. When the first supermarket audit arrives, the evidence
for the past eight months is simply there — and the audit that the commercial team feared
becomes a half-day walkthrough.

4. Assessment, testing and audit

Obligations must be verified, not assumed. Compliance is confirmed through a layered program of
assessment: internal self-assessment and control testing by the second line, independent internal
audit by the third line, and, where required, formal external assessment by a qualified auditor or
certification body. These assessments test whether controls are genuinely in place and effective,
surface gaps before a regulator or customer does, and provide credible, independent assurance to
leadership. The right mix and frequency depend on the obligation, some schemes mandate an
annual external audit, while internal testing runs continuously.

In practice. An external audit follows a predictable lifecycle: scoping and planning, evidence
request, fieldwork and testing, findings and management response, report, and follow-up, and
organisations that treat each stage deliberately fare far better than those that improvise. Before a
significant external assessment, a readiness review (an internal dry run against the same criteria)
finds the gaps while there is still time to fix them cheaply. During fieldwork, discipline pays: a single
coordinator through whom all assessor requests flow, a prepared evidence room drawing on the
standing library from the previous principle, and honest answers — assessors are skilled at detecting
the alternative, and discovered concealment costs far more than a disclosed gap. Because a mature
organisation faces many assessments, external certifications, internal audit, regulator reviews, and a
stream of customer audits, an assurance calendar coordinates them, aligning evidence periods and
reusing artefacts so each control is not re-tested from scratch for every audience. Independence
must be guarded throughout: the internal functions that operate or design controls cannot also be
the source of independent assurance over them.
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Common failure modes. Audit fatigue from uncoordinated, overlapping assessments that consume
the security team’s year; treating assessors as adversaries to be managed past rather than
professionals whose findings are cheap early warnings; the clean-audit fallacy: mistaking a passed
point-in-time, sampled assessment for proof the control environment is sound; and readiness
theatre, where the effort goes into looking compliant for the assessment window rather than being
compliant across the year.

Example. The firm runs quarterly internal control testing against its PCl DSS control set and
commissions an annual assessment by an external Qualified Security Assessor — preceded
each year by an internal readiness review that walks the same requirements two months early.
During fieldwork, a single compliance coordinator manages all assessor requests against the
standing evidence library, and the assessment closes with two minor findings rather than the
usual scramble. Internal audit separately reviews the compliance program itself once a year
and reports to the audit committee, giving the board assurance that is independent of the
team being assured. An assurance calendar aligns the QSA assessment, the ISO surveillance
audit, and the enterprise clients’ contractual audit rights, so the same quarterly evidence
packages serve all three.

Example: the manufacturer. The manufacturer’s assurance mix is proportionate to its size: an
annual external gap assessment (which doubles as the independent review its lean structure
needs), the supermarket customers’ audit rights exercised roughly yearly, and the annual
attestation on its critical-infrastructure risk management program that the board must
approve, the first time the directors have personally signed anything about cybersecurity,
which concentrates attention wonderfully. A readiness review before the first external
assessment converts a likely failure into a manageable findings list.

5. Remediation and continuous compliance

When assessment reveals a gap, it must be tracked to closure through a documented remediation
plan with an owner and a deadline, not merely noted. Beyond fixing individual findings, the deeper
principle is that compliance is a continuous state to be maintained, not a point-in-time certificate.
Environments drift, controls lapse, and obligations change, so organisations increasingly monitor
their compliance posture continuously rather than treating the annual audit as the only checkpoint.
This keeps the organisation compliant between assessments and turns audits into confirmations
rather than surprises.

In practice. Findings should be classified by severity on defined criteria — the exposure created, the
obligations breached, the exploitability of the gap, because severity drives the remediation clock and
the escalation tier. A complete remediation plan mirrors a treatment plan from the risk pillar: named
owner, target date proportionate to severity, the fix itself, and, the discipline most often skipped, a
root-cause analysis and a verification step. Root cause distinguishes fixing a finding from preventing
its category: patching the drifted servers closes the finding, but only asking why the baseline drifted
(a broken deployment pipeline, an unowned server class) prevents its reappearance in next quarter’s
testing. Verification means closure is confirmed by someone other than the fixer, against evidence.
Where a finding genuinely cannot be remediated in time, the honest paths are a compensating
control (documented and assessed as genuinely reducing the exposure) or formal, time-bound risk
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acceptance at the right authority tier — routed through the risk pillar’s machinery, not waved
through as a compliance footnote. Around all of this, continuous control monitoring, automated
checks of key control states against their required baselines, converts compliance from an annual
pass/fail event into a live posture that alerts on drift within days.

Common failure modes. Symptom fixes without root cause, so the same finding class returns audit
after audit; the perpetually extended finding, re-dated each quarter until the register normalises
decay; closure without verification, discovered when the assessor retests; and compensating
controls used as a euphemism for doing nothing, documented on paper, reducing no actual
exposure.

Example. Quarterly internal testing finds that a small set of servers fell out of the firm’s patch
baseline, breaching a PCI DSS requirement. The finding is classified moderate, logged against
the platform owner with a 30-day clock, and remediated within the window, but the root-cause
analysis is where the value lands: the drifted servers were provisioned through a legacy
pipeline that bypassed the hardened build image. The pipeline is decommissioned, closure of
both the finding and the root cause is verified by the second line against fresh configuration
evidence, and a continuous configuration-monitoring check is added that flags any future drift
from the baseline within 24 hours, turning next year’s audit into a confirmation rather than a
discovery.

Example — the manufacturer. The external assessment’s most persistent finding, shared
logins on factory-floor terminals, resists a quick fix, and the root-cause analysis explains why:
individual logins were never provisioned for shift workers, and the production tempo makes
conventional password entry unworkable at the line. The remediation is therefore a project,
not a patch: badge-tap individual authentication on the new lines, with documented
compensating controls (physical access restrictions and camera coverage) and a formal, time-
bound risk acceptance for the legacy lines. The finding closes honestly in fourteen months
rather than fictitiously in thirty days.

6. Reporting and attestation

Finally, compliance must be communicated to those who rely on it, regulators, boards, customers,
and partners, through accurate reporting and formal attestation. Internally, this means giving
leadership a clear view of compliance status, open gaps, and upcoming obligations so they can
govern effectively. Externally, it means providing the certifications, attestations, and reports that
other parties require as a condition of doing business or of regulatory good standing. Reporting must
be truthful and supportable; an attestation is only as good as the evidence behind it.

In practice. Internal reporting should give governance forums a decision-ready picture: status by
obligation, findings by severity with ageing (how long items have been open, and which have
slipped), assessment results and upcoming assurance events, and the regulatory horizon, obligations
arriving in the next twelve months and the readiness work they demand. External communication
takes several recurring forms, each with its own discipline: formal attestations and certifications (a
PCI Attestation of Compliance, an ISO certificate, a SOC 2 report); bridge letters covering the gap
between a report’s period-end and today; and the steady stream of customer security
questionnaires, which deserve a maintained, version-controlled standard answer set with named
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reviewers — because inconsistent or quietly optimistic questionnaire answers are contractual
representations, and they surface at the worst possible moments. Every external attestation should
carry an internal sign-off chain confirming the evidence actually supports each statement made;
over-attestation is not salesmanship but misrepresentation, with regulatory and contractual
consequences to match, and several jurisdictions now attach personal accountability to compliance
attestations made by named executives.

Common failure modes. The green dashboard that reassures leadership while the findings register
quietly ages; over-attestation, signing statements the evidence does not support, or letting sales
teams answer security questionnaires aspirationally; questionnaire drift, where dozens of ad-hoc
answers to different customers diverge until the organisation has contradicted itself in writing; and
reporting that presents status without trajectory, hiding the difference between a program
improving and one decaying at the same point-in-time score.

Example. Each quarter the firm presents a compliance dashboard to its risk committee
showing status by obligation, open remediation items with ageing highlighted, results of the
quarter’s assessments, and regulatory changes on the horizon, including a new breach-
notification rule taking effect next year, with the readiness plan beside it. Annually, once its
external assessment is complete, it issues a formal Attestation of Compliance to its acquiring
bank, signed off through a documented chain confirming the evidence behind every statement
— and shares a summary report with the enterprise customers whose contracts require it.
Customer security questionnaires are answered from a maintained standard answer library,
reviewed by compliance before each release, so every customer receives the same accurate
account of the firm’s controls.

Example: the manufacturer. Reporting matches the audience: the board receives a one-page
annual compliance summary alongside the attestation it must sign, status against each
obligation source, open findings with ageing, and the year ahead, while the two supermarket
customers receive their contractual reports generated from the same evidence base. A modest
standard answer library, thirty questions deep, ensures both customers receive consistent
answers; the commercial team is quietly forbidden from improvising security claims in tender
responses, after one near-miss.

Beyond the core: additional compliance principles

Mature compliance programs typically build on the essentials with:

e Compliance is not the same as security: treating standards as a minimum baseline to build
on, not the finish line, and continuing to manage real risk above and beyond what obligations
require. The organisations breached shortly after passing an assessment were compliant; they
were not secure. The risk pillar, not the obligations register, must remain the primary driver
of what the organisation actually does.

e Regulatory change management: actively scanning the horizon for new and amended laws,
standards, and contractual demands, with a named owner for the watch, defined sources,
and a standard intake process that assesses each change’s impact and lead time, so
obligations are met before they take effect rather than discovered after a breach of them.
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e Automation and continuous compliance tooling: using GRC platforms and control-monitoring
tools to maintain the obligations register, run the control mappings, collect evidence, and
surface drift automatically. Tooling amplifies a well-designed program and merely accelerates
a confused one: the register, the mapping, and the evidence specifications described above
are the prerequisites that make the tooling worth its licence.

Bridge to the practitioner parts

The three pillars describe the system of GRC — how direction is set, how exposure is managed, and
how obligations are met and evidenced. But a working program is built from more than the system
itself. Practitioners spend their days inside specific domains that the pillars govern (continuity, third
parties, incidents, data, identity), inside a regulatory landscape that supplies the obligations, and
inside the practical work of building, maturing, and staffing the program. The parts that follow turn
from principles to practice, beginning with the key GRC domains, where both of this guide’s
organisations put the pillars to work.
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5. Key GRC Domains in Practice

Overview

The three pillars describe how a GRC program is directed, prioritised, and evidenced. But
practitioners spend most of their working hours inside a handful of operational domains that the
pillars govern, the standing capabilities every organisation must run regardless of its industry. This
part covers the five that most consistently define a GRC role: business continuity and operational
resilience, third-party and supply-chain risk, incident response governance, data governance and
classification, and identity and access governance.

Each domain is treated the same way as the principles in Parts 2-4, the concept, the practice, the
failure modes, and both running scenarios — and each connects explicitly back to the pillars: every
domain generates risks for the register, controls for the treatment plans, and evidence for the
obligations. They are not separate programs; they are where the program lives.

Core domains

1. Business continuity, disaster recovery and operational
resilience

Business continuity (BC) is the discipline of keeping the organisation’s critical functions running
through disruption; disaster recovery (DR) is its technology subset, restoring systems and data after
failure; and operational resilience is the broader ambition both serve: an organisation that can
absorb, adapt to, and recover from disruption of any kind, cyber or otherwise. In GRC terms this
domain is the impact side of risk treatment: where preventive controls reduce likelihood, continuity
capability reduces consequence. It is what bounds the worst case when prevention fails.

In practice. The foundation is the business impact analysis (BIA): a structured assessment of each
business process that establishes how quickly it must be restored (the recovery time objective,
RTO), how much data loss is tolerable (the recovery point objective, RPO), what it depends on,
systems, people, sites, suppliers — and what the impact of its loss looks like over time. The BIA
converts continuity from opinion to requirement: recovery investment follows the RTOs, not the
loudest stakeholder. Around it sit the standing capabilities: documented continuity and recovery
plans per critical process; a crisis management structure with named roles, decision rights, and
communication plans, kept separate from day-to-day incident handling; and a backup regime built
for the ransomware era, following the 3-2-1 pattern (three copies, two media, one offsite), with at
least one copy immutable or offline, and restore testing on a schedule, because an untested backup
is a hope, not a control. The discipline that separates real capability from paperwork is testing,
escalating in realism: plan walkthroughs, scenario tabletops with decision-makers, component
failover tests, and ultimately full recovery exercises. Every test produces findings; the findings feed
the risk register; the cycle turns. Third-party dependencies belong in the BIA too, a critical supplier’s
outage is your outage, which links this domain directly to the next.
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Common failure modes. The canonical failure is the plan that was written and never tested,
discovered to be fiction during the real event. Its relatives: RTOs asserted in the BIA that recovery
infrastructure cannot actually meet (the gap unmeasured because no full test has been run); DR
plans that quietly assume the office, the network, and the key people are all still available; backup
regimes that faithfully replicate the ransomware into every copy because nothing is immutable or
offline; and BIAs performed once, years ago, that no longer describe the business. A newer failure
deserves naming: continuity plans that ignore cyber scenarios entirely, built for floods and fires but
silent on the disruption most likely to occur. One where the systems are intact but untrusted.

Example — the financial-services firm. The firm’s BIA sets an RTO of two hours and an RPO of
five minutes for the payment platform, requirements that drive an active-active architecture
across two regions rather than a passive standby. An annual failover exercise runsin a
controlled production window, and its findings are logged like audit findings. The crisis
structure is exercised separately: a tabletop simulating a card-data breach walks the executive
team through decision rights, regulator communication, and the point at which the crisis team,
not the incident team, takes command. The exercise exposes that two crisis-team deputies
have never attended; the attendance rule is fixed before it matters.

Example: the manufacturer. The manufacturer’s first BIA produces two surprises. The first: the
humble order-processing system, not the ERP, is the single point through which all
supermarket orders flow, losing it stops shipping within hours, faster than losing a production
line. The second: while backups exist and succeed nightly, the first full restore test takes 72
hours — against a production RTO of 24. That measured gap, not vendor marketing, is what
justifies the immutable backup platform in the treatment plan, and quarterly restore tests
become a standing KRI. A tabletop with plant managers rehearses a ransomware scenario to
the point of the hardest question: at what point do we revert to manual production scheduling,
and who decides?

2. Third-party and supply-chain risk management

An organisation’s risk surface no longer ends at its own perimeter: vendors hold its data, connect to
its networks, run its critical services, and sit inside its production processes. Third-party risk
management (TPRM) extends the identification-assessment-treatment-monitoring cycle of Part 3
to that external estate, across the whole relationship lifecycle, selection, due diligence, contracting,
operation, and exit. The uncomfortable truth the domain exists to manage: you can outsource the
activity, but never the accountability.

In practice. The workable pattern is tiering with proportionate treatment. First, an inventory, every
vendor, sourced from procurement and finance records, because the vendor list in anyone’s head is
always incomplete. Then tiering by two dimensions: what the vendor can access (data sensitivity,
network connectivity) and what the business depends on them for (criticality to operations). Tier
one, critical dependency or sensitive access, receives genuine due diligence: assurance reports (such
as SOC 2 or 1SO certification) read rather than filed, targeted questions on the controls that matter
for the specific service, and technical review of any connectivity. Lower tiers get proportionately
lighter treatment; trying to deeply assess three hundred vendors guarantees deeply assessing none.
Contracts carry the enduring controls: security requirements, breach notification within a defined
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window, audit or assurance rights, data handling and return-or-destruction on exit, and, increasingly,
flow-down obligations to the vendor’s own subcontractors, the fourth parties whose existence most
organisations discover only during an incident. After onboarding, the discipline shifts to continuous
monitoring: re-assessment on a tier-driven cadence, tracking of the vendor’s own incidents and
posture signals, and contract-renewal checkpoints, because a questionnaire answered at onboarding
describes the vendor as they were, not as they are. Two structural risks complete the picture:
concentration (one supplier whose failure halts the business, or many services silently sharing one
underlying provider) belongs on the risk register in its own right, and every critical vendor needs a
tested exit path before it is needed. The same discipline extends to corporate acquisitions: cyber
due diligence on a target — its breach history, control maturity, and inherited obligations — belongs
in the deal process, because an acquirer takes on the target’s exposure along with its assets.

Common failure modes. The domain’s signature failure is questionnaire theatre: hundreds of self-
attested questionnaires dispatched and filed, no answers verified, assurance measured in volume of
paper. Alongside it: assessment at onboarding only, with no re-visit as the relationship and the
vendor’s posture change; the unknown-inventory problem, where business units onboard SaaSs tools
invoiced as subscriptions and the vendor register captures a fraction of reality; critical single-supplier
concentration that everyone knows about and no one has written down; and contracts without
breach-notification clauses — discovered when the vendor’s incident becomes yours and they are
under no obligation to say so quickly.

Example: the financial-services firm. The firm tiers roughly 400 vendors and lands 18 in tier
one. Its card processor, cloud provider, and core banking platform among them. Tier-one
treatment is real: SOC 2 reports are reviewed by a named assessor with findings logged, a
continuous-monitoring service watches external posture signals between assessments, and
contract renewals become renegotiation points, the card processor’s breach-notification
window is tightened to 24 hours at renewal, aligning it with the firm’s own regulatory clock.
Concentration analysis surfaces the quieter risk: seven “independent” Saa$ services all run on
the same cloud region, and that shared dependency enters the register. For the card processor,
an exit plan exists on paper and its data-return provisions are walked through annually.

Example — the manufacturer. The manufacturer’s first vendor inventory finds just over 300
suppliers; tiering by access and dependency reduces the ones that matter to a dozen. Three
dominate the register: the sole supplier of a signature flavour ingredient (a concentration risk
with no cyber component at all, and no less real for it), the third-party logistics provider whose
systems schedule every delivery to the supermarkets, and the OT vendor holding remote
access to production control systems. The OT vendor’s shared-credential dial-in, already
terminated in the risk treatment of Part 3, is replaced by MFA through the hardened jump host,
and the new access terms are written into the renewed contract along with a 48-hour breach-
notification clause. For the flavour supplier, the treatment is old-fashioned resilience: a

qualified second source and a strategic stockholding, agreed with procurement.
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3. Incident response governance

Incident response is usually thought of as a technical capability, detection, containment, forensics,
recovery. But the technical response sits inside a governed structure, and it is the governance layer
that GRC owns: an approved plan, a severity scheme everyone shares, decision rights settled before
they are needed, notification obligations mapped to their clocks, a rehearsal regime, and a learning
loop that feeds every incident back into the risk register. Organisations rarely fail incidents for lack of
technical skill; they fail them for lack of pre-made decisions.

PART 5 - INCIDENT RESPONSE
The incident response lifecycle

A technical capability made reliable by governance: roles, thresholds and decisions set

in advance.
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Figure 11 — The incident response lifecycle

In practice. The governance artefacts are few but decisive. A severity classification scheme,
typically four or five levels with concrete criteria, determines everything downstream: who is woken,
who is informed, what cadence updates follow, and when the crisis management structure of the
continuity domain takes over from the incident team. It must be simple enough to apply in the first
confused thirty minutes. Decision rights are pre-assigned: who may disconnect a revenue system,
who declares severity, who speaks to regulators, customers, and media, who engages law
enforcement, and when legal counsel enters, both for advice and for the privilege considerations
around investigation records. The notification matrix is the compliance pillar applied under
pressure: every obligation with a clock — privacy regulators, critical-infrastructure regimes, sector
regulators, cyber insurers (whose policies routinely require notification within tight windows as a
condition of cover), and the breach clauses in customer contracts, laid out in advance with owner,
trigger, and deadline, because researching notification law during an incident is how deadlines are
missed. Retainers are arranged in peacetime: an incident response firm, external counsel, and the
insurer’s hotline, each with engagement terms already signed. Exercises keep it all real: tabletops for
decision-makers at least annually, technical drills for responders more often, and every significant
incident or exercise ends in a blameless post-incident review whose actions are tracked to closure
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through the governance forums of Part 2, and whose lessons update the register, the plans, and
sometimes the appetite.

Common failure modes. The plan nobody has read, tested only by the real event; severity debated
for an hour while the clock runs, because the criteria were abstract; legal and communications
engaged late, after technical staff have already made statements that constrain everything after; the
insurer notified outside the policy window, converting an insured loss into an uninsured one; and
post-incident reviews that either descend into blame, teaching everyone to hide the next incident,
or produce action lists that are never closed, so the same failure repeats with better documentation.
Quietest of all: the near-miss that is never treated as an incident, wasting the cheapest learning
opportunity the organisation will ever get.

Example — the financial-services firm. The firm’s annual crisis exercise simulates exposure of
cardholder data through a compromised third party. Severity 1 is declared within twenty
minutes because the criteria are concrete, suspected compromise of customer data is
automatically severity 1, no debate required. The notification matrix runs: acquiring bank and
card schemes within contractual windows, the privacy regulator’s assessment clock started, the
insurer’s hotline engaged, and pre-approved holding statements issued by the communications
lead, the only person authorised to speak. Counsel joins in the first hour and investigation
records are structured accordingly. The post-exercise review still finds gaps, the customer-
notification templates assumed email addresses the platform doesn’t capture for one product
line — and that finding is tracked to closure like any audit item.

Example: the manufacturer. The manufacturer’s plan gets a live test smaller than the one it
was written for: a finance officer nearly actions a fraudulent supplier-invoice email. The plan is
invoked at severity 3, the officer’s report, made within minutes, is exactly the culture Part 2
built, the bank recall process is triggered, and the assessment concludes no critical-
infrastructure reporting obligation arises, a determination now documented rather than
assumed. The post-incident review adds a payment-verification control in finance and surfaces
an unglamorous but vital finding: the after-hours contact list was eight months stale, and two
people on the call tree no longer worked there. The near-miss costs nothing and improves four
documents.

4. Data governance and classification

Nearly every principle in this guide quietly assumes the organisation knows what data it holds,
where it lives, who owns it, and how sensitive it is. Data governance is the discipline that makes
those assumptions true: classification schemes that grade data by sensitivity, ownership that assigns
accountability for each significant data set, inventories that map data through systems and third
parties, and lifecycle rules that govern retention and destruction. It is the least glamorous domain in
this part and the one whose absence undermines all the others — you cannot protect
proportionately, respond to breaches, or honour privacy obligations for data you cannot find.

In practice. A workable classification scheme has three or four tiers: commonly public, internal,
confidential, and restricted, each defined by concrete examples and, crucially, by handling rules:
what each tier requires for storage, transmission, sharing, and disposal, mapped to actual controls
(encryption, access restrictions, approved locations). More tiers than four and classification stops
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happening; rules without controls and it changes nothing. Ownership assigns each significant data
set a named business owner accountable for its classification, access decisions, and retention, with
stewardship of day-to-day quality delegated as needed. The data inventory (in privacy contexts, a
processing-records map) traces significant data through its lifecycle: where it is collected, which
systems hold it, which third parties receive it, and where it leaves the organisation — the artefact
that makes breach response, privacy compliance, and PCl-style scoping possible, and the one most
organisations lack. Retention and destruction close the lifecycle: a schedule that reflects legal
minimums and business maximums, and actual deletion when it expires, data held past its purpose is
pure liability, enlarging every future breach for no return. Two habits keep the domain alive rather
than archival: classification and inventory duties embedded into project and change processes (new
system, new data flow, updated inventory, by design), and periodic discovery scans of the
unstructured estate, the file shares and collaboration platforms where sensitive data actually
accumulates, far from the systems the inventory lists.

Common failure modes. Seven-tier classification schemes so intricate that everyone ignores them;
the opposite instinct of classifying everything “confidential,” which protects nothing by prioritising
nothing; inventories built once for a privacy project and never touched since; retention schedules
that read “keep forever” in practice because deletion is never actually engineered; and the
unstructured-data blind spot — immaculate governance of databases while a decade of exported
spreadsheets sits on an open file share. The tell for the whole domain is breach response: an
organisation that cannot answer “what data was on that system?” within hours does not have data
governance, whatever its policy library says.

Example: the financial-services firm. The firm’s cardholder-data flows are mapped end to end,
collection, tokenisation, processing, settlement, archival, and that map is what makes the PClI
scoping decision of Part 4 possible: you can only segment what you can trace. Tokenisation
does double duty, replacing stored card numbers with tokens so that most downstream
systems fall out of the restricted tier entirely — classification burden engineered away rather
than managed. Retention is enforced in the platform itself: sensitive authentication data is
never stored, and transaction records age out on the schedule the card scheme and financial
regulations require. The firm’s data-loss-prevention tooling is tuned to the classification tiers,
so the handling rules are checked by machinery, not memory.

Example: the manufacturer. The manufacturer’s classification workshop reframes what its
crown jewels are: alongside the employee records and the consumer promotions database
everyone expected, the most restricted data in the company turns out to be its product
formulations, decades of recipes that constitute the family business’s actual competitive worth.
A three-tier scheme is rolled out with one page of handling rules, and the first discovery scan
finds the recipe archive on a shared drive readable by every staff account, including
contractors. The access rework that follows is the data-governance domain and the identity
domain meeting in one finding. A retention schedule is set for HR records against statutory
minimums, and the promotions database, grown for years without purpose, is culled to what
the privacy obligations actually justify holding.
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5. Identity and access governance

Access is where policy meets reality: whatever the documents say, what a person (or service) can
actually do is defined by the access they hold. Identity and access governance is the standing
discipline that keeps that access correct over time, granted on joining, adjusted on moving, revoked
on leaving, reviewed periodically, elevated only with control, and separated where concentration of
ability would let one person both commit and conceal. In a perimeter-less estate of cloud services
and remote work, identity has become the control plane on which most other controls depend —
and, not coincidentally, the attacker’s preferred target, as the running phishing scenario has
illustrated from the start.

In practice. The backbone is the joiner-mover-leaver (JML) lifecycle, driven from an authoritative
source, normally the HR system, so that hires, role changes, and departures propagate to access
automatically rather than by ticket and memory. Movers matter as much as leavers: role changes
without access review are how privilege creep accumulates, until long-tenured staff hold the union
of every role they have ever had. Role-based access keeps grants manageable: access defined per
role, people assigned to roles, with an exception path for the inevitable irregular needs. Access
recertification puts the periodic check on top: owners attest, on a risk-driven cadence, that each
access their system or team holds is still required, and each completed review doubles as
compliance evidence, which is why the compliance pillar loves this domain. Privileged access gets its
own regime: separate admin accounts, credentials vaulted, sessions logged or recorded, and, at
maturity, standing privilege replaced by just-in-time elevation, granted for the task and expiring
after it. Segregation of duties (SoD) applies the same thinking to business ability: defined rule sets,
typically in finance and ERP systems, ensuring no single identity can both initiate and approve value-
moving actions. Two unglamorous populations round it out: service accounts (inventoried, owned,
rotated, and denied interactive login) and MFA coverage tracked as a standing KRI across every
account class — because the identity domain is where the guide’s two scenario threads both began.

Common failure modes. Leavers with live accounts: the finding of first resort for every auditor, and
the reason JML automation exists; recertification as rubber stamp, a hundred rows approved in
ninety seconds, producing evidence of review without review; shared and generic accounts,
nowhere more entrenched than on operational technology, where they destroy attribution precisely
where safety demands it; privilege creep as a career-length accumulation; SoD rules configured at
go-live and never re-tested as the ERP evolves; and the forgotten service account with domain-
admin rights and a password unchanged since the person who set it left.

Example: the financial-services firm. The firm’s JML runs off the HR feed: a termination in HR
revokes access across federated systems within the hour, and the quarterly recertification
campaign is generated automatically, with rubber-stamping countered by making owners
individually confirm a random sample in interview each cycle. Privileged access to the payment
platform is just-in-time: engineers request elevation against a ticket, receive it for four hours
through the vault with the session recorded, and hold no standing admin rights at all. SoD rules
in payment operations ensure no single person can both create and approve a merchant
configuration change — a rule tested annually by internal audit, not merely configured. MFA

coverage by account class sits permanently on the KRI dashboard from Part 3.
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Example: the manufacturer. The manufacturer confronts the domain’s hardest terrain: the
factory floor, where operator terminals run shared logins because individual password entry is
unworkable at line tempo, and where the external assessment of Part 4 has already flagged the
finding. The resolution is honest engineering rather than policy fiat, badge-tap individual
authentication on the two newest lines, and formal, time-bound risk acceptance with
compensating controls (physical access restriction, camera coverage) on the legacy lines
pending refit. The first structured leaver review is a cold shower: forty stale accounts, including
VPN access for a contractor whose engagement ended two years earlier. A simple monthly JML
checklist between HR and IT, not an identity platform, closes the gap at this scale, and “leaver
accounts closed within 5 days” joins the KRl slide.

Bridge to the next part

The domains above generate much of a GRC program’s daily work, but a large share of why the work
is shaped the way it is comes from outside the organisation. Breach clocks, attestation duties,
critical-infrastructure programs, privacy rights, and contractual audit demands all originate in the
regulatory landscape, and both of this guide’s organisations have already collided with it: the firm
with card-scheme and privacy regimes, the manufacturer with critical-infrastructure obligations it
did not choose. Part 6 surveys that landscape — what the major regimes are, whom they bind, and
what they demand of a GRC program.
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6. Regulatory & Legal Landscape

Overview

Parts 2 to 4 treated compliance as a discipline: know the obligations, map them to one control set,
evidence them continuously, and report honestly. Part 1 introduced the voluntary frameworks —
NIST CSF, ISO 27001, CIS Controls — that an organisation chooses in order to structure its program.
This part covers the other source of requirements: the body of law, regulation, and contractual
standards that the organisation does not choose but must obey. Where a framework is adopted, an
obligation is imposed. The two interact: a well-run framework is the machinery through which
obligations are met, but they must not be confused, and this part is about the imposed half.

It is deliberately a map rather than a legal manual. Regimes change, thresholds move, and no
reference chapter substitutes for qualified legal advice in a specific jurisdiction. What a practitioner
needs is not a memorised statute book but a durable mental model: the categories of obligation that
exist, how they interact, how they generate the specific duties that flow into the obligation register,
and how to keep pace as they evolve. The specific instruments named below are illustrative of their
category; which ones actually apply depends entirely on where an organisation operates, what data
it holds, what sector it sits in, and whom it sells to.

The landscape has expanded faster than almost any other area of risk. A decade ago a mid-sized firm
might have tracked one privacy law and a payment standard. Today the same firm may fall under
several state or national privacy laws, one or more sector regulators, a securities-disclosure regime,
breach-notification duties in every jurisdiction it holds data in, and contractual security
commitments to its largest customers. A single theme runs through all of it: regulators have moved
from prescribing technical controls toward demanding demonstrable governance. Boards are
expected to oversee cyber risk, incidents must be disclosed on defined timelines, and accountability
is increasingly personal. The practitioner’s task is less about interpreting clauses than about
maintaining a living register of applicable obligations and proving, on demand, that each is met.

The categories of obligation

1. Data protection and privacy law

Privacy law is the broadest and fastest-moving category, because it attaches to data rather than to a
sector, and almost every organisation holds personal data. The European Union’s General Data
Protection Regulation remains the reference model: it requires a lawful basis for processing, honours
a set of data-subject rights, mandates data-protection-by-design, obliges organisations to keep
records of processing, requires breach notification to regulators within seventy-two hours, and
demands data-protection impact assessments for higher-risk processing. Its influence is global, the
United Kingdom’'s UK GDPR and comparable laws from Brazil to South Korea borrow its structure.
Penalties reach the greater of a fixed ceiling or a percentage of global turnover, which is what lifts
privacy from a legal footnote to a board-level risk. In the United States there is no single federal law
but a growing patchwork of comprehensive state statutes; by 2026 roughly twenty are in effect, with
more enacted and phasing in, led by California’s CCPA as amended by the CPRA. They differ in
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thresholds, definitions of sensitive data, cure periods, and whether they grant a private right of
action, but converge on a common core of consumer rights, opt-out of sale and targeted advertising,
and universal opt-out signals. For a national business the practical effect is that it must design to the
strictest applicable standard.

In practice. A privacy program is operationalised through a data inventory or record of processing, a
lawful-basis and consent-management capability, a rights-request workflow that meets statutory
response deadlines, data-processing agreements with vendors, and a breach-assessment procedure
tuned to the shortest applicable notification clock. Cyber GRC owns the security-relevant slices,
breach detection and notification, access control over personal data, retention and deletion, in
partnership with a privacy office or data-protection officer where one exists. The mature financial-
services firm runs this as routine: its data inventory is complete, and when it assessed the phishing
threat to its payment platform, the personal data exposed by a successful compromise was already
catalogued, so the notification obligations were known before any incident. The manufacturer starts
further back — its first privacy task is simply discovering where employee and customer personal
data actually lives across its plants and systems, because until that inventory exists every
downstream privacy duty is unprovable.

Failure modes. The commonest failures are not knowing what personal data is held or where, which
makes every other obligation unprovable, treating consent as a one-time checkbox, missing the
seventy-two-hour regulatory clock because incident triage never reaches the privacy function, and
applying one jurisdiction’s rules globally by accident. Firms also routinely underestimate the
international-transfer restrictions discussed below.

2. Sector-specific regulation

Regulated sectors carry obligations that sit on top of general privacy law, usually enforced by an
empowered supervisor with the power to fine, restrict activity, or hold named executives personally
accountable. Financial services is the most heavily regulated. In the European Union the Digital
Operational Resilience Act (DORA), in force since January 2025 and now in an active supervisory
enforcement cycle, imposes uniform requirements for ICT risk management, incident reporting,
resilience testing, and, distinctively, direct oversight of critical third-party technology providers. In
the United States, financial firms navigate the Gramm-Leach-Bliley Act safeguards and, in New York,
the NYDFS Cybersecurity Regulation (23 NYCRR 500) with its senior-officer certification. In Australia,
APRA’s prudential standard CPS 234 requires regulated entities to maintain information-security
capability commensurate with the threats they face and to notify the regulator of material incidents.
Healthcare has its own regime, anchored in the United States by HIPAA’s Security and Privacy Rules.
Critical-infrastructure operators face a distinct and expanding layer: the EU’s NIS2 Directive extends
security and incident-reporting duties across a wide range of essential and important entities, with a
compliance milestone running through 2026 as member states complete transposition; Australia’s
Security of Critical Infrastructure (SOCI) Act imposes risk-management-program and reporting duties
on designated sectors; and comparable regimes exist elsewhere.

In practice. Sector regulation is where the single-control-set discipline pays off most. A regulated
firm maps each supervisory expectation to its existing controls, identifies the delta, and treats each
gap as a risk with an owner and a deadline. It also builds the specific artefacts supervisors expect,
resilience-test results, a register of information on third parties under DORA, a security certification
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signed by a named officer under NYDFS, because supervisors examine evidence, not intentions. For
the financial-services firm this is business as usual: its DORA register of information and its
resilience-testing schedule already exist, so a new expectation is an incremental mapping exercise
rather than a scramble. The manufacturer is not yet in a heavily regulated sector, but as it wins
contracts with critical-infrastructure customers it discovers their regulatory obligations flowing down
to it contractually, a reminder that sector regulation reaches beyond the regulated entity itself.

Failure modes. Treating a sector regulation as a one-off project rather than an operating obligation;
failing to map overlapping regimes, so the same control is evidenced three different ways for three
regulators; and, most damaging, discovering during an incident that the regulator’s notification
threshold and timeline are tighter than the firm’s internal escalation process allows.

3. Securities and corporate-disclosure obligations

Publicly listed companies carry disclosure duties that turn a cyber incident into a securities matter. In
the United States, the SEC’s rules adopted in July 2023 require registrants to disclose a material
cybersecurity incident on Form 8-K, Item 1.05, generally within four business days of determining
the incident is material, describing its nature, scope, timing, and material impact. The same rules
require annual disclosure in the 10-K of cybersecurity risk-management, strategy, and governance,
including the board’s oversight role. Subsequent SEC guidance clarified that incidents not yet
determined material, or determined immaterial, are better disclosed, if at all, under Item 8.01 rather
than 1.05, to keep the materiality signal meaningful. The Sarbanes-Oxley Act adds a further
dimension: where cyber risk touches financial-reporting systems, IT general controls fall within the
scope of SOX assessment. Beyond the United States, listing rules and corporate-governance codes in
other markets increasingly carry comparable expectations of board oversight and timely disclosure.

In practice. Disclosure obligations force a tight coupling between incident response, legal, investor
relations, and the board. The determining artefact is a documented, defensible materiality-
assessment process that can be triggered fast and produces a dated record of who decided what,
when, and on what basis. Firms that handle this well rehearse the disclosure decision in tabletop
exercises alongside the technical response. The financial-services firm, being listed, treats a
payment-platform compromise as a potential disclosure event from the first hour: its incident plan
includes a materiality assessment with legal and the CFO on a defined clock, and its board has pre-
agreed who holds the pen on an 8-K. The manufacturer, privately held, has no SEC duty today — but
its owners have begun preparing for a future sale or listing, and building the materiality-assessment
muscle early is on its roadmap rather than left until a transaction forces it.

Failure modes. A materiality decision made too slowly, or without a documented process, so the
four-day clock is missed or started at the wrong moment; and disclosure language either so vague it
misleads or so specific it aids the attacker, both of which invite regulatory and litigation risk.

4. Payment and contractual security standards

Not every binding obligation comes from a government. The Payment Card Industry Data Security
Standard (PCI DSS), imposed contractually by the card brands and acquirers, governs any
organisation that stores, processes, or transmits cardholder data. The current version, v4.0.1,
completed its transition in 2026: the future-dated requirements that were optional through 31
March 2025 are now fully in scope, with particular scrutiny on multi-factor authentication coverage,
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payment-page script controls, password strength, and targeted risk analyses. Beyond PCl, large
customers increasingly impose their own security requirements through contract, security
schedules, right-to-audit clauses, breach-notification commitments, and demands for a recognised
attestation such as SOC 2 or ISO 27001 certification. These contractual obligations are as binding as
regulation and often more immediately enforced, because a lost contract is a faster consequence
than a regulatory action.

In practice. Contractual and standards-based obligations are folded into the same obligation
register as statutory ones, scoped precisely, PCI’s cost falls sharply as cardholder-data scope shrinks,
and evidenced through the specific attestation the counterparty demands. A single well-run SOC 2 or
ISO 27001 program can satisfy a large share of customer security demands at once. The financial-
services firm holds 1ISO 27001 certification and a SOC 2 report, and its PCl scope is deliberately
minimised by tokenising card data so that most of its systems fall out of assessment. For the
manufacturer, contractual security terms from its two largest customers were the original trigger for
building a GRC program at all, the demand for a completed security questionnaire and a breach-
notification commitment was the moment cyber risk became a board conversation, and those
contracts remain the sharpest obligation it manages.

Failure modes. Scope creep that drags systems needlessly into PCl assessment; signing customer
contracts with security commitments the security function never sees until an audit or incident; and
maintaining separate, duplicative evidence for each attestation instead of one shared control set.

5. Breach-notification and incident-reporting duties

Almost every regime above carries a notification duty, and their timelines and triggers rarely align.
GDPR requires regulator notification within seventy-two hours of awareness; the SEC’s four-
business-day clock runs from a materiality determination; DORA and NIS2 impose their own staged
reporting windows; US state breach laws set their own thresholds and deadlines for notifying
affected individuals and attorneys general; and sector regulators add further duties. A single incident
can therefore trigger a cascade of obligations to different authorities on different clocks, each
measured from a different starting event — awareness, materiality, confirmation of scope, so that
the same incident is simultaneously early for one duty and late for another.

In practice. The only workable approach is a consolidated notification matrix, prepared in advance,
listing every applicable obligation, its trigger, its clock, its recipient, and its owner. During an incident
the response team consults one artefact rather than reconstructing the legal landscape under
pressure, and the matrix is reviewed whenever the firm enters a new market or line of business. The
financial-services firm’s matrix is mature: a payment-platform compromise would fire a pre-mapped
sequence, regulator under GDPR, the SEC if material, its prudential supervisor, affected customers,
and card brands, each with a named owner and a countdown. The manufacturer’s matrix is short but
real: for the states where it holds data and the two customers it must notify by contract, it now
knows the clocks in advance, which converts a former source of panic into a checklist.

Failure modes. Discovering obligations mid-incident; measuring a clock from the wrong event; and
notifying one authority promptly while forgetting another with a shorter deadline.
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6. Cross-border data transfer

Where data moves across borders, transfer-restriction rules apply on top of everything else. The EU
restricts transfers of personal data to jurisdictions without an adequacy decision unless a valid
transfer mechanism — standard contractual clauses, binding corporate rules, or an approved
framework such as the EU-US Data Privacy Framework, is in place, and case law has repeatedly
raised the bar on the supplementary measures required. Several jurisdictions add data-localisation
requirements obliging certain data to remain in-country. For a cloud-hosted, globally distributed
business these rules shape architecture, vendor selection, and even which regions a service may run
in.

In practice. Transfer compliance is mapped directly from the data inventory: for each cross-border
flow the firm records the transfer mechanism it relies on and reviews it as adequacy decisions and
case law shift. Cyber GRC contributes the technical supplementary measures — encryption, key
control, access restriction — that increasingly determine whether a transfer mechanism holds up.
The financial-services firm, operating in several regions, maintains a transfer register mapped to its
data inventory and relies on encryption with customer-held keys as its supplementary measure. The
manufacturer’s exposure is narrower but real: it discovered that its cloud-based design-collaboration
tool replicated engineering data across regions, an unmanaged transfer it had to bring under a
proper mechanism once it appeared on the inventory.

Failure modes. Assuming a cloud provider’s global footprint is compliant by default; relying on a
transfer mechanism later invalidated by case law; and missing localisation duties in a new market.
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Turning the landscape into a single obligation register

The categories above look overwhelming as a list, but the discipline for managing them is the one
already set out in Part 4: they resolve into a single obligation register, each entry mapped to the
controls that satisfy it, each control evidenced once and reused across every regime it serves. The
register is the artefact that makes multi-regime compliance tractable — it turns “we are subject to a
dozen laws” into “we have three hundred obligations, mapped to ninety controls, each with an
owner and current evidence.” The value of the mapping compounds, because a single strong
capability often serves many masters at once. Consider one control, enforced multi-factor
authentication on access to systems holding regulated data. In the financial-services firm’s control-
mapping matrix that one control simultaneously satisfies its GLBA safeguards obligation, a DORA ICT-
risk expectation, a PCI DSS authentication requirement, its NYDFS senior-officer certification, and a
large client’s contractual security schedule: one control, one automated evidence feed, five
obligations discharged. Maturity is precisely the difference between evidencing that control once
and evidencing it five separate times for five separate audiences.

PART 6 - REGULATORY LANDSCAPE

From many obligations to one register

The categories look overwhelming as a list; the discipline is to consolidate them into
one register.

Data protection & privacy
Sector-specific regulation

Securities & disclosure a a q
Single obligations

register
one control set behind it

Payment & contractual

Breach notification
implement once - comply many

Cross-border transfer

Figure 12 — From many obligations to one register

Worked example: the financial-services firm. The firm treats the landscape as routine because it
built the register before it needed it. When it deployed multi-factor authentication against its
phishing risk, the mapping matrix immediately showed the five obligations the control discharged,
the evidence feed was automated, and the notification matrix was already prepared, so the same
deployment strengthened its regulatory position across five regimes without five separate projects.

Worked example: the manufacturer. The manufacturer starts by discovering which obligations
even apply. Its initial register is short — one applicable privacy law, contractual security terms from
two large customers, and breach-notification duties in the states where it holds data, but writing it
down for the first time converts a vague anxiety into a finite, ownable list. As it grows into new
markets and wins regulated customers, the register grows deliberately alongside the business,
rather than being reconstructed in a panic when a customer audit or an incident arrives.
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Bridge to Part 7

The regulatory landscape supplies the obligations; the pillars supply the discipline for meeting them;
the domains supply the operational terrain. What remains is the work of assembling all of it into a
functioning program and maturing it over time, establishing the mandate, sequencing the build,
choosing tooling, and proving progress. Part 7 turns to building and maturing a GRC program from
wherever an organisation stands today.
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7. Building & Maturing a Program

Overview

Everything to this point describes what good GRC contains. This part addresses how to build it, and,
harder, how to mature it — from wherever an organisation actually stands. Most GRC functions are
not created on a blank page. They inherit fragments: a policy set that has drifted from practice, a
spreadsheet risk register nobody trusts, an audit finding that demanded a response, a customer
contract that suddenly required an attestation. Building a program means turning those fragments
into a system that turns the govern-assess-treat-prove-learn cycle deliberately rather than by
accident.

Maturity is the organising idea, and it is a spectrum rather than a switch. A GRC program exists
somewhere between ad-hoc and reactive at one end and optimised and predictive at the other, and
progress along that spectrum is rarely a single leap; it is a sequence of deliberate steps, each one
making the next possible. The two running scenarios sit at opposite ends of this spectrum precisely
to show that the same cycle can turn at very different levels of sophistication, and that the
manufacturer’s first, crude turn of the cycle is worth more than the financial-services firm's absent
one would be. Building well is not about reaching the top of the scale everywhere; it is about moving
deliberately, in the right order, to the level of maturity each capability’s risk actually warrants.

The work of building and maturing

1. Establishing the mandate and operating model

Nothing durable can be built without an explicit mandate. A GRC program needs a sponsor with
authority, ideally at executive or board level, who defines its scope, its decision rights, and its
reporting line, and who is prepared to back it when it delivers unwelcome news. Without that
mandate GRC becomes an advisory function any business unit can overrule when its conclusions
prove inconvenient. Alongside the mandate comes the operating-model choice introduced in Part 1:
centralised, federated, or fully distributed, matched to the organisation’s size, structure, and culture.

In practice. The mandate is made concrete in a short charter stating the program’s purpose, scope,
authority, and escalation path, approved by the sponsor and communicated widely. The operating
model is expressed in a responsibility map, who owns policy, who assesses risk, who gathers
evidence, so accountability is unambiguous from day one. The financial-services firm’s mandate is
long-established and sits with a board risk committee; its model is federated, with a central GRC
team setting standards and business-unit risk champions applying them. The manufacturer’s
mandate was created from nothing when its board, prompted by a customer contract, named the
operations director as executive sponsor and gave a single newly-appointed security manager the
authority to set policy — a centralised model by necessity, because one person cannot federate.

Failure modes. Standing up a GRC team without decision rights, so it produces reports nobody must
act on; choosing a centralised model for an organisation too large for one team to know the risks; or
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a federated model with no central standard, so every unit assesses risk differently and nothing
aggregates.

2. Baseline assessment and honest gap analysis

Before a program can improve it must know where it stands. A baseline assessment measures
current capability against a chosen reference, a framework such as NIST CSF 2.0 or ISO 27001, or a
maturity model, across governance, risk, and compliance. The output is not a score for its own sake
but a gap analysis: a prioritised list of what is missing or weak, expressed in terms the business
understands.

In practice. The baseline is useful only when it is honest rather than flattering. It draws on evidence,
existing policies, incident history, audit findings, control tests — not self-assessment questionnaires
answered optimistically, and it triages gaps by risk rather than by ease, so the program tackles what
matters rather than what is convenient. The financial-services firm re-baselines annually against NIST
CSF 2.0 and treats the result as a trend line the board expects to see move. The manufacturer ran its
first-ever baseline as a facilitated half-day workshop against the CIS Controls Implementation Group
1, a deliberately modest reference for a low-maturity organisation, and the resulting gap list,
unflattering as it was, became the backbone of its first roadmap.

Failure modes. A baseline rated generously to please its sponsor, which guarantees the roadmap
targets the wrong things; benchmarking against a framework the organisation has no intention of
adopting; and treating the assessment as a one-off rather than the first point on a trend.

3. The roadmap: sequencing the build

A gap analysis lists what is wrong; a roadmap decides the order in which to fix it. Sequencing matters
because GRC capabilities are dependent: a risk register is worthless without a risk-assessment
method to populate it; automated evidence is impossible before the controls it evidences exist; a
maturity model is meaningless before a baseline. A sound roadmap sequences foundations first,
governance structures, a risk method, a control set, an obligation register — then operational
capability, then automation and optimisation.

PART 7 - BUILDING A PROGRAM
The program build roadmap

A gap analysis lists what is wrong; a roadmap sequences the fix into time-boxed phases.

time - lower maturity higher maturity
Foundations Core controls Assurance Optimise
Mandate, charter, baseline Close highest-risk gaps; Evidence, testing, first Automation, metrics,
gap analysis policy suite; risk external attestation continuous improvement
register

Figure 13 — The program build roadmap

In practice. Effective roadmaps are phased and time-boxed, each phase delivering a usable
capability rather than a partial one, explicit about dependencies and the resources each phase
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needs, and revisited as the baseline is re-measured. A good roadmap also books early, visible wins
that build sponsor confidence. The financial-services firm's roadmap is a rolling multi-year plan tied
to its maturity trajectory and its appetite review. The manufacturer’s is a one-page, four-quarter
plan: quarter one, backups and multi-factor authentication on remote access; quarter two, an asset
inventory and a written risk register; quarter three, a policy set and incident plan; quarter four, its
first customer-facing attestation. Each quarter delivers something the board can see, which is what
keeps the modest budget flowing.

Failure modes. Attempting everything at once and finishing nothing; buying tooling before the
process it supports exists; and a roadmap so long-range it never delivers anything the business can
see within a planning cycle.

4. Maturity models

Maturity models give a program a shared vocabulary for where it is and where it is going. Several are
in common use. Capability-maturity thinking derived from CMMI describes progression through
levels typically labelled ad-hoc, repeatable, defined, managed, and optimised. NIST CSF 2.0 offers
implementation tiers from partial to adaptive, describing how rigorously and consistently cyber risk
management is woven into the organisation. The Cybersecurity Capability Maturity Model (C2M2),
originally from the energy sector, provides a detailed domain-by-domain scale. The specific model
matters less than choosing one, applying it consistently, and using it to describe a trajectory rather
than to award a grade.

PART 7 - MATURITY

The GRC maturity ladder

Maturity is a spectrum, assessed per capability — not a single score to chase.

5 Optimising
Continuously
improving,
data-dri
4 Managed ata-ariven

Measured with
metrics and KRIs

3 ‘Defined
Documented,
standardised,
repeatable

2 Developing
Some process,
inconsistent,
1 Initial person-dependenf

Ad hoc, reactive,

Figure 14 — The GRC maturity ladder

In practice. Maturity is assessed per capability, not as a single organisational number, because a
firm may be mature in compliance and immature in risk quantification. The assessment is repeated
on a regular cadence so the board sees a trend, and, crucially, the target maturity for each capability
is set by risk appetite. Not everything needs to reach the top level, and over-investing to reach
“optimised” everywhere wastes resources a risk-based view would deploy better elsewhere. The
financial-services firm sets differentiated targets: adaptive for payment-related controls, managed

Cybersecurity GRC Principles & Practitioner Guide | Page 56



Cybersecurity GRC Principles & Practitioner Guide 7. Building & Maturing a Program

for internal productivity tooling, and it deliberately does not chase the top tier where the risk does
not justify it. The manufacturer has one honest number to improve. It sits at “ad-hoc to repeatable”
across most capabilities and is content to reach “defined” on the few that matter most to its
ransomware exposure.

Failure modes. Chasing a maturity score as a goal in itself; setting the same target level for every
capability regardless of risk; and self-assessing maturity without evidence, producing a comforting
number that collapses under external audit.

5. GRC tooling and automation

At low maturity a program runs on documents and spreadsheets, and that is appropriate, tooling
bought before process is defined merely automates confusion. As a program matures, dedicated
GRC platforms earn their place by connecting the pieces: a single system of record for risks, controls,
obligations, policies, and evidence, with workflow, reminders, and reporting. The strongest value is
in continuous control monitoring, where tooling pulls evidence directly from the technical
environment, identity systems, cloud configuration, vulnerability scanners — so control status is live
rather than reconstructed at audit time.

In practice. Tooling is selected against defined process requirements, integrated with the systems
that hold the evidence, and adopted incrementally, often starting with the risk register or control
library rather than a full-platform rollout. The measure of success is reduced manual evidence-
gathering and faster, more trustworthy reporting, not the breadth of features bought. The financial-
services firm runs a GRC platform with continuous control monitoring feeding its multi-factor,
privileged-access, and backup evidence automatically, which is what lets it discharge five obligations
from one control feed. The manufacturer, correctly, has bought no platform yet: its risk register is a
well-maintained spreadsheet and its evidence a shared folder, and it will not buy tooling until its
processes are stable enough to be worth automating.

Failure modes. Buying a platform to substitute for a process that does not yet exist; configuring the
tool to mirror broken manual workflows; and integrating nothing, so an expensive platform becomes
a more elaborate spreadsheet.

6. People, budget, and sustaining momentum

Programs are built and run by people, and the scarcest resource in GRC is skilled attention. Building a
program requires deciding what to staff internally, what to outsource, and how to secure a budget
proportionate to the risk. Sustaining one is harder than launching it: initial energy fades, the easy
wins are spent, and the work shifts to unglamorous maintenance. Momentum is sustained by visible
value, reporting leaders actually use, incidents handled better than before, audits passed with less
scramble, and by tying the program’s continuation to the risk appetite the board has already
accepted.

In practice. Sustainable programs right-size the team to the operating model, use external
specialists for episodic needs — penetration testing, risk quantification, audit, rather than building
rarely-used capability in-house, and budget on a multi-year basis tied to the roadmap. They measure
their own throughput so resourcing rests on data. The financial-services firm runs a standing GRC
team supplemented by external testers and assessors, and defends its budget with metrics that link
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spend to risk reduction. The manufacturer relies on one internal manager, a fractional virtual-CISO
engagement for senior guidance, and an external firm for its annual test, a deliberately lean model
that avoids building capability it cannot yet keep busy, while guarding against the single-person
dependency by documenting everything.

Failure modes. Under-resourcing the program relative to the risk the board says it will not accept;
relying on a single indispensable individual whose departure resets the program; and letting the
program lapse into pure maintenance, so it stops maturing and slowly decays.

Metrics that show maturity is real

A maturing program must prove it is maturing, and the proof is a small set of durable metrics
tracked over time, not a large dashboard nobody reads. The useful measures fall into three families.
Key risk indicators signal changing exposure, the proportion of critical assets outside patch tolerance,
the volume of overdue high risks, the trend in phishing-simulation failure. Key performance
indicators measure the program’s own work — time to assess a new risk, percentage of controls
tested on schedule, obligations with current evidence. Key control indicators measure whether
controls actually operate, multi-factor coverage, privileged-access review completion, backup-
restoration test success. The art is choosing few, choosing measures that drive decisions, and
reporting the trend rather than the snapshot.

Worked example: the financial-services firm. The firm’s board sees a single quarterly page: three
risk indicators, three performance indicators, three control indicators, each with a trend arrow and a
line of commentary. Maturity shows up as stability, controls tested on time, evidence current, risks
treated within appetite — and the metrics feed directly into the appetite review rather than sitting
in a separate report.

Worked example: the manufacturer. The manufacturer cannot yet produce nine metrics and does
not pretend to. Its first dashboard has three: percentage of critical systems backed up and restore-
tested, number of open high risks, and multi-factor coverage on remote access. Crude as it is, the
trend across two quarters is the first objective evidence its board has ever had that the program is
working, and it is enough to justify the next increment of investment.

Bridge to Part 8

A program built and maturing against today’s risks must still anticipate tomorrow’s. The terrain does
not hold still: new technologies arrive faster than frameworks can codify them, and the register that
felt complete last year develops blind spots. Part 8 turns to the emerging risk areas a forward-
looking GRC program must fold into the same cycle, led by the governance of artificial intelligence.
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8. Emerging Risks & Al Governance

Overview

A GRC program that only governs yesterday’s risks is already behind. Emerging risks share a common
signature: the technology is adopted faster than the organisation’s controls, obligations, and
understanding can keep pace, so exposure accumulates in a blind spot before anyone has named it.
The discipline for handling emerging risk is not a new cycle but the existing one applied earlier —
identifying the exposure while it is still forming, assessing it despite thin data, and treating it before
it hardens into an incident or a regulatory gap. This is genuinely harder than steady-state risk work,
because there is no history to calibrate against and no settled control catalogue to draw from;
judgement carries more of the weight. This part surveys the emerging areas most GRC functions
must now account for, with the governance of artificial intelligence at the front because it is moving
fastest and touches the most obligations at once.

PART 8 - EMERGING RISKS
The emerging-risk horizon

Placing tomorrow's risks by how soon they demand action keeps the register ahead of the

threat.
Governed today, still shifting Emerging into mainstream Watch and plan; don't
fast exposure over-invest yet
@ Al governance @ OT & loT security ® Post-quantum
cryptography
@ Cloud & Saas sprawl @ Software supply chain
P Deepfakes & Al social
engineering
demands action sooner Iati

Figure 15 — The emerging-risk horizon

The emerging-risk areas

1. Artificial-intelligence governance

Artificial intelligence has moved from a specialist concern to an organisation-wide one, and it
generates risk on several axes at once: privacy and data-protection exposure from the data used to
train and prompt models; security risks unique to Al systems such as prompt injection, model
poisoning, and data leakage through outputs; the reliability and bias risks of decisions made or
assisted by models; and a fast-forming body of regulation. The governance response is coalescing
around recognised references. The NIST Al Risk Management Framework (Al RMF 1.0, 2023) offers a
voluntary structure organised around govern, map, measure, and manage. ISO/IEC 42001:2023
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defines a certifiable Al management system in the same mould as ISO 27001. And the EU Al Act
establishes a risk-tiered regulatory regime, prohibited practices, high-risk systems carrying heavy
obligations, and lighter transparency duties for the rest. Its timeline is itself a live risk: prohibited-
practice and general-purpose-model provisions have already applied, while the obligations for Annex
Il high-risk systems, originally due in August 2026, are subject to a proposed deferral to December
2027 under the Digital Omnibus package still being finalised. A prudent program tracks the timeline
rather than assuming any single date.

In practice. Al governance starts, as everything does, with an inventory, of Al systems built, bought,
and embedded in third-party products, because most organisations cannot list where Al already
touches their operations. Each use is then risk-tiered; high-risk uses attract controls such as human
oversight, testing for bias and robustness, logging, and documentation; and an acceptable-use
position is set for generative tools so staff know what data may and may not be entered. Ownership
is assigned, usually to a cross-functional group spanning security, privacy, legal, and the business.
The financial-services firm already governs Al as an extension of its register: its inventory flagged a
customer-service assistant as higher-risk, human oversight and output logging were added, an
acceptable-use standard governs staff use of generative tools, and the whole is mapped to the Al
RMF so the eventual regulatory obligations will be a mapping exercise rather than a build. The
manufacturer’s Al governance is a single deliberate page — an acceptable-use rule forbidding staff
from pasting designs, source code, or customer data into public generative tools, modest, but
enough to close the most immediate exposure while more pressing risks are addressed.

Failure modes. Shadow Al: tools adopted by teams with no inventory, no data-handling rules, and
no oversight; treating Al risk as purely a security problem when much of it is privacy, legal, and
ethical; and waiting for regulatory certainty before governing anything, which guarantees the
exposure accumulates ungoverned.

2. Cloud and SaaS sprawl

The shift to cloud and software-as-a-service has dissolved the perimeter and distributed the control
environment across dozens or hundreds of providers. The risk is less the cloud itself, major providers
are often more secure than on-premises alternatives, than misconfiguration, unclear shared-
responsibility boundaries, and sprawl: SaaS applications procured on a card by individual teams,
each holding company data, none in the security function’s inventory.

In practice. Cloud and Saas risk is managed through a maintained inventory of services and the data
they hold, configuration baselines enforced by tooling, clarity about where the provider’s
responsibility ends and the customer’s begins, and a lightweight intake process so new Saas is
assessed before it holds sensitive data rather than after. Continuous configuration monitoring is the
highest-value control, because misconfiguration, not breach of the provider, is the dominant failure.
The financial-services firm enforces cloud configuration baselines through automated monitoring
that feeds the same evidence pipeline as its other controls, and runs a SaaS intake gate so no new
application holds customer data unassessed. The manufacturer’s exposure surfaced through
discovery: a review found eleven Saa$ tools in use across the business that IT had never catalogued,
several holding customer or employee data, and simply building that inventory, then bringing the
riskiest under proper contracts and access control, was among the highest-value early actions it
took.
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Failure modes. Assuming the provider secures everything; no inventory of Saa$, so data lives in
tools nobody governs; and configuration drift that silently reopens closed gaps between audits.

3. Operational technology and the Internet of Things

Manufacturing, utilities, healthcare, and logistics increasingly run on operational technology and
connected devices designed for reliability and long life, not security. These systems often cannot be
patched on IT timelines, run unsupported software, and, once network-connected, expose physical
processes to cyber risk, the point at which a cyber incident becomes a safety and continuity incident.
This is the domain where the manufacturer’s greatest exposure lives, and it illustrates why
emerging-risk work cannot be run from an IT-only mindset.

In practice. OT and loT risk is treated with a distinct playbook: rigorous network segmentation to
isolate control systems, asset inventories that most OT environments lack, compensating controls
where patching is impossible, and incident plans that account for physical safety and production
continuity rather than data alone. Governance requires bringing engineering and operations into the
risk conversation, because IT security assumptions often do not transfer. For the manufacturer this is
the centre of the program: its ransomware exposure is fundamentally a threat to production, so
segmenting the plant network from the corporate one, so that an office compromise cannot reach
the machines, is the single highest-value control it can afford, and it was sequenced early in the
roadmap for exactly that reason. The financial-services firm has little OT of its own, but it inherits the
risk through its physical premises and building-management systems, which it scopes into its third-
party and facilities risk rather than ignoring as “not IT.”

Failure modes. Applying IT patch-and-scan practices to fragile OT and causing outages; flat networks
that let an IT compromise reach the plant floor; and no inventory of connected devices, so the attack
surface is simply unknown.

4. Software supply chain

Modern software is assembled from open-source components, third-party libraries, and vendor
code, and each dependency is an inherited risk. High-profile compromises have shown that an
attacker who subverts one widely-used component or build pipeline reaches every organisation
downstream. This is the emerging-risk counterpart to the third-party risk management domain in
Part 5: where that domain governs the vendors an organisation contracts with, this one governs the
code and components embedded inside the products it builds and runs. The response centres on
knowing what is in that software, increasingly formalised as a software bill of materials (SBOM), and
on securing the build and deployment pipeline itself.

In practice. Supply-chain risk management combines dependency inventories and SBOMs,
vulnerability monitoring against those inventories so a newly-disclosed flaw can be located fast,
controls over the integrity of the build pipeline, and security expectations pushed to vendors
through the third-party process from Part 5. The goal is to answer, within hours of a major
disclosure, “are we exposed, and where?” The financial-services firm generates SBOMs for the
applications it builds and monitors them against vulnerability feeds, so a critical library disclosure
triggers a targeted search rather than a company-wide scramble. The manufacturer builds little
software itself, so its supply-chain risk is concentrated in the vendor products embedded in its plant
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and its handful of custom integrations. It manages this through the same third-party questionnaires
it already sends, extended to ask suppliers about their own component hygiene.

Failure modes. No inventory of components, so a critical disclosure triggers a frantic manual search;
trusting vendor code without assurance; and securing the running system while leaving the build
pipeline that produces it unprotected.

5. Cryptographic and post-quantum risk

The cryptography protecting data today rests on mathematical problems that a sufficiently capable
quantum computer would break. That capability does not yet exist, but the risk is present now
through “harvest now, decrypt later” — adversaries capturing encrypted data today to decrypt once
the capability arrives, and through the sheer time it will take large organisations to migrate.
Standards bodies have begun publishing post-quantum cryptographic algorithms, and the migration
is best framed as a multi-year program of cryptographic agility rather than a single switch.

In practice. Forward-looking programs begin with a cryptographic inventory, where and how
encryption is used, and which data has a confidentiality lifetime long enough to matter, and
prioritise the migration of long-lived secrets. The near-term deliverable is cryptographic agility: the
ability to change algorithms without re-architecting, so the eventual transition is an upgrade rather
than a rebuild. The financial-services firm has completed its cryptographic inventory and begun an
agility program for its longest-lived customer data, treating post-quantum readiness as a slow-burn
item on its multi-year roadmap. The manufacturer, reasonably, has not started: with limited long-
lived confidential data and more urgent exposures, it has noted the risk on its register with a review
date rather than committing scarce resources prematurely — a defensible risk-based deferral rather
than an oversight.

Failure modes. Dismissing the risk because the threat is not yet realised, thereby ignoring the
migration lead time; and having no cryptographic inventory, which makes any future transition
impossible to plan.

6. Deepfakes and Al-enabled social engineering

The same generative technology that creates governance obligations also arms attackers. Convincing
synthetic audio and video, and language models that draft flawless, personalised lures at scale, have
sharply raised the quality of social-engineering attacks. Voice-cloning of executives to authorise
fraudulent payments, and video deepfakes in what were once trusted channels, turn long-standing

» o«

controls that relied on human recognition, “I know that voice,” “the email had typos”, into weak

ones.

In practice. The defence is procedural rather than technical: out-of-band verification for high-value
or unusual requests, call-back procedures on pre-registered numbers, dual authorisation for
payments above a threshold, and awareness training updated to teach staff that authority and
familiarity can now be faked convincingly. The financial-services firm has hardened its payment-
authorisation process with mandatory call-back verification and dual control precisely because its
phishing threat has evolved toward voice and deepfake vectors against its finance team. The
manufacturer, whose original driver was a ransomware threat that typically begins with social
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engineering, folded deepfake awareness into its staff training and added a simple call-back rule for
any payment-detail change, a low-cost control directly addressing how modern intrusions start.

Failure modes. Relying on human recognition of voices or faces as a control; payment processes
that permit single-person authorisation on the strength of a convincing request; and training that
still teaches staff to spot yesterday’s clumsy phishing while today’s is flawless.

Keeping the register alive to emerging risk

The unifying discipline across all of these is horizon-scanning fed back into the risk register. Emerging
risks are dangerous precisely because they are absent from the register until they cause harm. A
mature program assigns responsibility for scanning the horizon — threat intelligence, regulatory
tracking, technology trends, and builds a route by which a newly-recognised risk enters the register,
is assessed, and is treated, rather than being admired in a briefing and forgotten. Emerging-risk work
is therefore not a separate exercise but the ordinary govern-assess-treat-prove-learn cycle run
with a shorter time horizon and a higher tolerance for uncertainty.

Worked example: the financial-services firm. For a mature firm, emerging risk is simply the register
extended forward. Al is inventoried and governed, cloud configuration is monitored continuously,
SBOMs are generated and watched, cryptographic agility is under way, and payment fraud is
hardened against synthetic-media attacks, each item entered the register through a deliberate
horizon-scanning process rather than after an incident forced it.

Worked example — the manufacturer. For the manufacturer, emerging risk is triaged hard against
limited means: OT segmentation and social-engineering defences are addressed now because they
map directly to its ransomware exposure, SaaS sprawl was tackled once discovery revealed it, and Al,
supply-chain, and post-quantum risks are logged with review dates rather than ignored. The
discipline is not doing everything. It is making sure nothing important is invisible.

Bridge to Part 9

Frameworks, obligations, domains, and emerging risks are all worked by people, and the quality of a
GRC program ultimately rests on the judgement of those who run it. The final part turns from the
work to the workforce: the roles, the paths into and through the profession, the credentials that
signal capability, and the human qualities no framework can supply.
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9. The GRC Profession

Overview

GRC is a discipline, but it is also a profession, a body of roles, skills, credentials, and judgement
carried by people. A program is only ever as good as the practitioners who run it, and the same
framework in two organisations produces very different outcomes depending on the capability and
judgement of the teams applying it. That is the deeper lesson of the two running scenarios: the gap
between the financial-services firm and the manufacturer is not only budget and tooling but the
depth of professional capability each can bring to bear. This part describes the profession, how the
function is staffed, how careers move through it, which credentials signal what, and the qualities
that distinguish practitioners who merely operate a framework from those who use it well.

The profession in practice

1. Roles across the function

GRC spans a range of roles that vary with organisation size. In a large enterprise the function may
include a head of GRC or equivalent, governance specialists who own policy and board reporting, risk
analysts who run assessments and maintain the register, compliance analysts who manage the
obligation register and evidence, control testers or an internal-assurance team, and specialists in
third-party risk, business continuity, or privacy — with a CISO or Chief Risk Officer accountable for
the whole. In a small organisation all of this may be one person, or a slice of one person’s role, and
the skill is prioritisation rather than specialisation.

In practice. Role clarity is expressed through the responsibility map from Part 7: every core activity,
policy, risk assessment, evidence, testing, reporting, has a named owner, whether a dedicated
specialist or a shared responsibility. As an organisation grows, roles differentiate out of the
generalist position in an order set by risk. The financial-services firm has the full spread: a head of
GRC, separate governance, risk, and compliance leads, a third-party-risk team, and business-unit risk
champions, all reporting through a CISO to a board risk committee. The manufacturer is the
opposite. One security manager holds every role at once, supported by a fractional virtual CISO, and
the art of the job is deciding each week which hat matters most rather than working any one role to
depth.

Failure modes. Diffuse ownership where everyone contributes and no one is accountable; over-
specialisation that leaves no one able to see the whole; and a structure copied from a much larger
organisation that the current one cannot staff.

2. Career paths and progression

People enter GRC from many directions — technical security, audit, legal and compliance, risk
management, and the business itself, and this diversity is a strength, because GRC sits precisely at
the intersection of those disciplines. Progression typically runs from analyst roles that execute
assessments and gather evidence, through senior and lead roles that design methods and own
domains, to management roles that run the function, and ultimately to the CISO or CRO seat that
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carries accountability. Lateral movement is common and valuable: an audit background sharpens
assurance, a legal background sharpens obligation interpretation, a technical background sharpens
control design.

In practice. Strong practitioners build breadth deliberately, rotating across governance, risk, and
compliance work rather than staying in one lane, because the discipline’s value lies in connecting the
three. Organisations that develop GRC talent give analysts exposure to board reporting and business
decisions early, since the ability to translate between technical and executive audiences is what
distinguishes senior practitioners. The financial-services firm rotates its analysts through risk,
compliance, and third-party work and sponsors high-potential staff toward its risk-leadership
pipeline. The manufacturer’s single manager is, in effect, running an accelerated version of that
whole path at once, governing, assessing, and evidencing in the same week, which is punishing but is
also why practitioners who have built a small program from nothing are so valued: they have seen
the entire cycle end to end.

Failure modes. Career stalls from staying narrowly in one pillar; promotion into leadership without
ever having translated risk for a board; and organisations that treat GRC as a compliance backwater
rather than a path toward risk leadership.

3. Certifications and how to weigh them

Certifications signal knowledge and commitment and are often used as hiring filters, but they vary in
what they attest. The most relevant to GRC include CISA (audit and assurance), CRISC (risk in an
enterprise context), CISM and CISSP (security management and breadth), and CGRC (governance,
risk, and authorisation). Privacy-focused credentials such as the IAPP’s CIPP and CIPM matter where
the role touches data protection, and emerging Al-governance certifications are beginning to appear
as that field matures. Each signals a domain: CRISC and CGRC map most directly to GRC work, CISA to
assurance, CISSP and CISM to the broader security-leadership context a GRC leader operates in.

In practice. Certifications are best treated as a floor, not a ceiling — evidence a practitioner has
covered a defined body of knowledge, not proof of judgement. Sensible hiring weighs them
alongside demonstrated experience, and sensible practitioners pursue the credential that matches
where they are going rather than collecting them indiscriminately. The financial-services firm uses
certifications as one input among several and funds staff toward CRISC and CISA as they specialise.
The manufacturer’s manager holds a CISSP and is working toward CRISC, chosen deliberately
because risk is the capability the program most needs to deepen next, a good illustration of
matching the credential to the gap rather than to fashion.

Failure modes. Treating a certification as a substitute for experience; hiring to an alphabet of
credentials rather than to demonstrated capability; and pursuing certifications with no connection to
the practitioner’s actual or intended role.

4. Skills beyond the framework

The frameworks can be learned; the skills that make a practitioner effective are harder to codify. The
most important is translation, rendering technical risk in the language of business consequence, and
rendering business priorities into control requirements. Close behind are analytical rigour (assessing
risk consistently rather than by mood), written clarity (most GRC output is documents that must
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persuade and endure), stakeholder management (GRC carries responsibility without direct authority
and must influence), and the composure to deliver unwelcome findings and hold a line under
pressure.

In practice. These skills are developed through exposure and feedback, not certification: presenting
to leadership, writing assessments that are challenged and refined, and negotiating control
requirements with resistant business owners. The financial-services firm’s senior practitioners are
chosen as much for their ability to hold a board’s attention and translate exposure into decisions as
for their technical depth. The manufacturer’'s manager succeeds or fails largely on translation: the
entire program depends on the ability to convert “we have no offline backups” into “a ransomware
attack would stop production for weeks and we could not pay our way out,” because that sentence,
not the technical detail, is what unlocked the budget.

Failure modes. Technically excellent practitioners who cannot translate for a board and are
therefore ignored; assessments so hedged they drive no decision; and a compliance posture so
adversarial it loses the business cooperation GRC depends on.

5. Team design and interfaces

GRC never operates alone. It interfaces continuously with security operations, which runs the
controls GRC governs and detects the incidents GRC must report; with legal and privacy, which
interpret obligations GRC must meet; with internal audit, which independently assures the controls
GRC designs and therefore must be kept separate from it; and with the business units that own the
risks. Designing these interfaces well, clear hand-offs, shared vocabulary, agreed escalation —
determines whether GRC is a partner or a bottleneck.

In practice. The interfaces are made explicit: GRC and security operations agree how incidents flow
into risk and reporting; GRC and legal agree who owns obligation interpretation; GRC and internal
audit preserve independence so audit can assure GRC's work rather than mark its own homework;
and the relationship with business owners is cultivated as partnership, because control ultimately
lives in the business, not in the GRC team. The financial-services firm has all of these as distinct
functions with documented interfaces and a genuinely independent internal audit. The
manufacturer has none of them as separate functions, the same person effectively is GRC, and much
of secops, and the first line of privacy, so its critical interface is external: the independence that
internal audit would provide is bought in through an external assessor, a pragmatic substitute that
preserves the principle of independent assurance without the headcount.

Failure modes. GRC and internal audit blurred so no independent assurance exists; GRC and security
operations disconnected so incidents never reach risk and reporting; and GRC positioned as an
obstacle, so business units route around it.

6. Ethics and professional judgement

GRC practitioners occupy a position of trust: they see the organisation’s weaknesses, influence which
risks it accepts, and attest to outside parties that obligations are met. That position carries ethical
weight. The defining professional obligation is honesty, reporting risk as it is rather than as
leadership wishes to hear it, and refusing to attest to what cannot be evidenced. Judgement is the
other half: frameworks give structure, but the decisions that matter — is this risk within appetite, is
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this evidence sufficient, is this disclosure adequate, rest on professional judgement exercised with
integrity.

In practice. Ethical practice shows up in small, repeated choices: recording a risk the business would
rather not see written down, qualifying an attestation the evidence does not fully support, and
escalating a decision that exceeds one’s authority. Organisations sustain ethical practice by
protecting those who deliver unwelcome truths rather than punishing them. The financial-services
firm’s culture treats an honest “we are outside appetite here” as the system working, not as a
failure, which is why its practitioners report freely. The manufacturer faced the test directly and
early: its manager had to tell a board that had just approved a major customer contract that the firm
could not yet honestly complete the customer’s security questionnaire truthfully, an uncomfortable
message that, delivered plainly, built exactly the credibility the program needed to secure its budget.

Failure modes. Attesting to controls that are not really operating; softening risk language until it no
longer conveys the exposure; and a culture that shoots the messenger, which teaches practitioners
to stop reporting what matters.

How the scenarios staff and run GRC

Read side by side, the two organisations show the profession at its extremes. The financial-services
firm distributes GRC across a specialised team, governance, risk, compliance, third-party, and
assurance roles, credentialed and rotated, reporting through a CISO to a board committee, with
genuinely independent internal audit and external testers for episodic depth. Its professional
challenge is coordination: keeping a large function aligned, avoiding the silos that specialisation
invites, and sustaining a culture where honesty flows upward through many layers.

The manufacturer runs the entire profession through one person plus bought-in specialists. Its
challenge is the opposite: breadth without depth, the single-person dependency, and the sheer
discipline required to wear every hat in turn without dropping the one that matters most this week.
Yet the same cycle turns in both. The lesson of the profession, like the lesson of the guide, is that
maturity is measured not by headcount or credentials but by whether the people running the
program, however many or few, apply honest judgement to a cycle that actually turns.

Bridge to the appendices

The parts of this guide describe the discipline, its terrain, and its practitioners. What remains are the
working tools: a shared vocabulary and a set of model artefacts that turn the principles into
documents a program can use tomorrow. The appendices supply them, followed by a curated list of
the standards, regulators, and communities worth following as the landscape continues to move.
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10. Bringing GRC Together

The three pillars are strongest when they operate as one integrated discipline rather than three
separate functions. Governance sets the direction, assigns accountability, and defines how much risk
the organisation is willing to accept. Risk management works within that direction to identify what
threatens the organisation and to prioritise and treat those threats against the agreed appetite.
Compliance validates that the required controls are in place, meets the organisation’s external
obligations, and generates the evidence to prove it — feeding assurance back to governance. And
the domains, obligations, program-building work, and emerging-risk areas in the practitioner parts of
this guide are where that system meets the ground, worked, in the end, by the practitioners whose
roles, skills, and judgement Part 9 describes, since no cycle turns without the people who run it.

The two running scenarios show the integration concretely, from opposite ends of the maturity
spectrum. At the financial-services firm, the board’s appetite statement (governance) set the line
against which the phishing risk was judged; the risk assessment and treatment (risk) produced the
MFA control; that single control was then mapped to five separate obligations, evidenced
automatically, and assessed externally (compliance), and the assurance results flowed back to the
steering committee that set the direction in the first place. At the manufacturer, the same cycle
turned for the first time: a board that had never discussed cyber risk set an appetite, a first
workshop wrote the ransomware exposure down, a constrained budget bought the controls the
register, not the exhibition hall, pointed to, and the directors signed their first attestation on the
strength of evidence a lean team had collected monthly. One discipline, two very different
organisations, the same turning cycle.

Read together, the guide describes that continuous cycle: govern, assess and treat risk, demonstrate
compliance, and use what is learned to refine governance again. Maturity in this cycle is not
achieved in one leap, most organisations progress from ad-hoc and reactive, through defined and
repeatable, toward measured and continuously improving — and the honest question at each stage
is not “are we compliant?” but “is the cycle actually turning?” An organisation that runs it
deliberately, with clear accountability, honest measurement, and a culture that treats security as
everyone's responsibility, turns cybersecurity from a series of reactive efforts into a managed,
defensible, and continually improving program.
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11. Model Artefacts

These skeletons are starting points, not finished documents. Each should be adapted to the
organisation’s size, sector, and risk appetite. They are deliberately lightweight: a small program that
maintains simple versions of these artefacts is stronger than one that owns elaborate templates it
never fills in.

B1l — Risk register (columns)

A workable risk register records, for each risk: a unique identifier; a plain-language risk description
(threat, vulnerability, and consequence); the affected asset or process; inherent likelihood and
impact; the controls currently in place; residual likelihood and impact; the treatment decision (one
of the four Ts); the named risk owner; the target and actual completion dates for any treatment; the
residual position against appetite; and the date of last review. The register is only as good as its
currency — an entry never reviewed is a liability, not an asset.

Worked example (one row). RISK-014, ‘because staff with privileged access are regularly targeted by
phishing, a successful credential theft could expose cardholder data’, affecting the payment
platform; inherent likelihood High and impact High; controls in place: enforced MFA, privileged-
access management, and phishing training; residual likelihood Low, impact High; treatment: Treat;
owner: Head of Digital Payments; treatment due 30 September, completed 24 September; residual
position: within appetite; last reviewed this quarter.

B2 — Risk appetite statement (skeleton)

A usable appetite statement names, for each major risk category, a qualitative position (for example,
“we have a low appetite for risks affecting customer data and a moderate appetite for risks affecting
internal productivity tools”) supported where possible by quantitative thresholds (for example, “no
single risk with a residual impact exceeding a defined figure may be tolerated without board
approval”). It states who may accept risk at each level, and it is approved by the board and reviewed
at least annually. The test of an appetite statement is whether it actually decides real cases, a
statement that never causes a risk to be escalated or a project to be re-scoped is decoration.

Worked example (one line). ‘The organisation has no appetite for cyber events that could
compromise customer-data confidentiality or regulatory standing, and low appetite for disruption to
revenue-generating platforms; no internet-facing system may carry an unremediated critical
vulnerability for more than 14 days, and any exception must be accepted in writing by the board risk
committee.’

B3 — GRC responsibility map (RACI)

A responsibility map lists the core GRC activities down one axis, set policy, assess risk, accept risk,
own controls, gather evidence, test controls, report to the board, manage obligations, run incident
governance, and the roles across the top, marking for each activity who is Responsible, Accountable,
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Consulted, and Informed. The discipline is that every activity has exactly one Accountable role. The
map is the artefact that makes an operating model real rather than notional.

B4 — Board cyber-risk report (outline)

A board report that earns its place is short and decision-oriented. A workable outline: a one-line
overall risk position against appetite; the movement since last report; the top three to five risks with
owner, status, and trend; a compact metrics panel (a few KRIs, KPIs, and KCls with trend arrows);
significant incidents and what was learned; the status of major treatment or program initiatives; and
any decisions or approvals the board is being asked to make. Everything else is an appendix. The
report’s purpose is to enable oversight and decisions, not to demonstrate activity.

B5 — Control-mapping matrix

A control-mapping matrix lists the organisation’s controls down one axis and the applicable
frameworks and obligations across the top — for example NIST CSF 2.0, 1ISO 27001, PCI DSS, GDPR,
and a key customer’s SOC 2 requirements, marking which control satisfies which obligation. The
matrix is what operationalises the single-control-set principle: it reveals where one control serves
many masters (and should be invested in accordingly) and where an obligation has no control behind
it (a gap). It is also the fastest way to answer an auditor’s “show me how you meet requirement X.”

B6 — Policy document (template)

A policy that people follow is short, current, and owned. A workable template contains: purpose and
scope; a clear statement of the policy itself in plain language; defined roles and responsibilities;
references to the standards and procedures that implement it; consequences of non-compliance; an
exception process; the named policy owner; and an approval date and review cycle. A policy without
an owner and a review date is on its way to becoming fiction; the template exists to prevent that.
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12. Key websites and resources

The following freely accessible resources are among the most useful references for building and
maturing a GRC program. They are grouped by purpose; all URLs are spelled out in full. Web
addresses change over time, so if a link no longer resolves, searching the organisation’s name will
locate its current home.

Frameworks and standards bodies

NIST Cybersecurity Framework (CSF): The home of the NIST CSF, including the full framework
document, quick-start guides, and implementation examples, all free. The companion Computer
Security Resource Center at https://csrc.nist.gov hosts the SP 800 series, including SP 800-30 (risk
assessment), SP 800-37 (the Risk Management Framework), and SP 800-53 (control catalogue).

https://www.nist.gov/cyberframework

ISO — ISO/IEC 27001: The official page for the ISO/IEC 27001 information security management
standard. The standards themselves are paid documents, but the site provides authoritative
overviews, and the ISO 27000 vocabulary standard is available at no cost.

https://www.iso.org/standard/27001

CIS: Center for Internet Security: The CIS Critical Security Controls: a prioritised, practical control set
available free on registration, along with the CIS Benchmarks for secure configuration of common
platforms.

https://www.cisecurity.org/controls

PCI Security Standards Council: the authoritative source for PCI DSS, the full standard, self-
assessment questionnaires, scoping guidance, and supporting documents, all in the free document
library.

https://www.pcisecuritystandards.or

Secure Controls Framework (SCF) — A free, Creative Commons-licensed metaframework of 1,400+
controls mapped across 200+ laws, regulations, and frameworks, the fastest available starting point
for the common control framework and crosswalk mapping described in the Compliance pillar.
Downloadable in Excel and machine-readable formats.

https://securecontrolsframework.com

OCEG: The non-profit that coined the term GRC. Its GRC Capability Model (the “Red Book”), maturity
survey reports, illustrated guides, and an extensive free-resources library are the closest thing the
discipline has to a canonical body of knowledge, and its GRCP certification is a recognised credential.
Free resources at https://www.oceg.org/free-resources/.

https://www.oceg.org

ISO 31000 & COSO ERM: Two enterprise risk-management references that sit above cyber-specific
frameworks: 1ISO 31000 gives principles and a process for managing risk of any kind, and COSO'’s

Cybersecurity GRC Principles & Practitioner Guide | Page 71


https://www.oceg.org/
https://securecontrolsframework.com/
https://www.pcisecuritystandards.org/
https://www.cisecurity.org/controls
https://www.iso.org/standard/27001
https://www.nist.gov/cyberframework

Cybersecurity GRC Principles & Practitioner Guide 12. Key websites and resources

Enterprise Risk Management framework integrates risk into strategy and governance. Both help
align cyber risk with enterprise risk on compatible scales.

https://www.iso.org/iso-31000-risk-management.html

Government and regulator resources

Australian Cyber Security Centre (ACSC): Australia’s national cyber authority: home of the Essential
Eight mitigation strategies and maturity model, the Information Security Manual (ISM), threat
advisories, and practical guidance for organisations of every size — all free.

https://www.cyber.gov.au

Office of the Australian Information Commissioner (OAIC): The Australian privacy regulator:
authoritative guidance on the Privacy Act and Australian Privacy Principles, the Notifiable Data
Breaches scheme, and half-yearly breach statistics that make useful evidence in risk assessments.

https://www.oaic.gov.au

CISA: Cybersecurity and Infrastructure Security Agency (US): The US national cyber authority. Its
Known Exploited Vulnerabilities (KEV) catalogue is a valuable global input to vulnerability
prioritisation regardless of jurisdiction, and its advisories and free services set a benchmark for
public guidance.

https://www.cisa.gov

ENISA — European Union Agency for Cybersecurity: Free reports on the European threat landscape,
risk management standards, and sector guidance, particularly relevant for organisations touched by
EU regimes such as NIS2 and GDPR.

https://www.enisa.europa.eu

National Cyber Security Centre (NCSC), UK: The UK’s national cyber authority: pragmatic, widely
respected free guidance including the Cyber Assessment Framework, the board toolkit, and small-
organisation guides, useful well beyond the UK.

https://www.ncsc.gov.uk

Risk quantification and professional communities

FAIR Institute: The home of the FAIR model for quantitative cyber risk analysis referenced in the Risk
pillar: free membership, an active blog, white papers, and case studies on putting dollar figures on
cyber risk.

https://www.fairinstitute.or

ISACA — The professional association behind COBIT and the CISA, CRISC, and CISM certifications.
Much content is member-gated, but its journal articles, white papers, and industry surveys include
substantial free material on governance and audit practice.

https://www.isaca.or

SANS Institute: Reading Room and resources: Free white papers, webcasts, posters, and policy
templates spanning the full security discipline, including a deep back-catalogue on risk, audit, and
security governance.
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https://www.sans.org/security-resources

Threat intelligence, trends, and ongoing reading

Verizon Data Breach Investigations Report (DBIR): the most-cited annual analysis of real-world
breach data, invaluable evidence for grounding likelihood judgements in risk assessments and for
board reporting on how incidents actually happen.

https://www.verizon.com/business/resources/reports/dbir

IBM Cost of a Data Breach Report: Annual research quantifying breach costs by industry, geography,
and contributing factor — a standard free reference for the loss-magnitude side of risk quantification
and for investment cases.

https://www.ibm.com/reports/data-breach

GRC 20/20 Research: the GRC Pundit blog. Analyst Michael Rasmussen, who first defined the GRC
market, writes one of the longest-running independent blogs on GRC strategy, process, and
technology, with hundreds of freely readable posts.

https://grc2020.com

Awesome Security GRC (GitHub): A community-curated, continuously updated index of GRC books,
talks, courses, tools, and frameworks — a useful jumping-off point for going deeper on any topic in
this guide.

https://github.com/Arudjreis/awesome-security-GRC
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Glossary

A

Assurance: independent confirmation that controls are designed and operating effectively.

Attestation: a formal statement, often by a named officer, that specified controls or obligations are
in place.

C

CISO (chief information security officer): the senior executive accountable for the organisation’s
information-security program.

Compliance: meeting the external and internal obligations placed on the organisation, and
evidencing that they are met.

Continuous control monitoring: the automated, ongoing collection of control evidence from the
technical environment.

Control: a measure that reduces the likelihood or impact of a risk; may be preventive, detective, or
corrective.

Control mapping (crosswalk): the linkage of one control to the multiple obligations or frameworks it
satisfies.

Control owner: the named individual accountable for a control operating as intended.

D

Data-protection impact assessment (DPIA): a structured assessment of privacy risk required for
higher-risk processing.

G

Governance: the structures, accountability, and decision-making that set direction and provide
oversight of cyber risk.

Inherent risk: the level of risk before controls are applied.

J

Joiner-mover-leaver (JML): the identity lifecycle of granting, adjusting, and revoking access as
people join, change roles, and leave.

K

Key control indicator (KCl): a metric that measures whether a control is operating effectively.

Key performance indicator (KPI): a metric that measures the performance of the program’s own
activities.
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Key risk indicator (KRI): a metric that signals a change in the level of a risk.

M

Materiality: the threshold at which an incident or risk is significant enough to require disclosure or
escalation.

Maturity model: a scale describing the sophistication and consistency of a capability, used to track
progress over time.

MFA (multi-factor authentication): an authentication control requiring two or more independent
factors, materially reducing the risk of credential compromise.

(o)

Obligation register: the consolidated record of every legal, regulatory, and contractual obligation the
organisation must meet.

R

RACI (responsible, accountable, consulted, informed): a matrix that assigns roles to activities, with
exactly one Accountable role per activity.

Residual risk: the level of risk remaining after controls are applied; the figure judged against
appetite.

Risk appetite: the amount and type of risk an organisation is willing to accept in pursuit of its
objectives, set by leadership.

Risk management: the systematic identification, assessment, treatment, and monitoring of threats
to the organisation’s objectives.

Risk register: the living record of identified risks, their assessment, treatment, owners, and status.
Risk tolerance: the acceptable variation around the appetite for a specific risk or category.

RPO (recovery point objective): the maximum acceptable amount of data loss, measured as a period
of time, after a disruption.

RTO (recovery time objective): the maximum acceptable time to restore a process or system after a
disruption.
S

SBOM (software bill of materials): an inventory of the components and dependencies within a piece
of software.

Segregation of duties (SoD): splitting a sensitive task so that no single person can both initiate and
approve it.

Single control set: one unified library of controls mapped to all applicable obligations, so each
control is evidenced once and reused.

Cybersecurity GRC Principles & Practitioner Guide | Page 75



Cybersecurity GRC Principles & Practitioner Guide Glossary

T

The four Ts: the risk-treatment options: treat (reduce), tolerate (accept), transfer (share, e.g.
insurance), and terminate (avoid).

Third-party / supply-chain risk: risk arising from vendors, service providers, and the components an
organisation depends on.

v

Virtual CISO (vCISO): a fractional or outsourced CISO capability, common where a full-time role is
not yet warranted.
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